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Education

S.B. Physics MIT, 1992
PhD Physics University of Hawaii, 2000

SKkills:

Languages: Perl, Python. Familiarity with C, Java.

Security: Secure system architecture and design, Internet and network routing (BGP, TCP/IP),
cryptographic standards, network monitoring, traffic analysis, computer forensics.

Software: Snort, Matlab, Encase.

Systems: System administration experience with various UNIX platforms (Linux, BSD), MS
Windows, MacOS.

Professional Positions

Dec. 2001 — present, Lead Scientist, Raytheon BBN Technologies, Cambridge, MA
Dec. 2000 — Dec. 2001, System Administrator, BBN Technologies, Cambridge, MA

Professional Responsibilities and Projects

Dr. Kong is currently a Lead Scientist in the Cyber Security practice at Raytheon BBN. He
has led several programs as Principal Investigator. His duties include system design and
prototyping, technical and managerial leadership, and testing. Proposal and program
highlights include:

In 2019, he led a BBN/Rockwell-Collins team on a submission as program integrator for
the DARPA V-SPELLS program, which has been selected for funding, starting in 2020.
In 2018, he continued to lead the TC effort and also led BBN’s contribution as a
subcontractor on a proposal to US TRANSCOM for transition of the TC technology. He
also contributed to the winning Luxor (proprietary) proposal. Finally, he submitted a
white paper (project name: MirrorMind) to AFRL Rome which was approved for funding
starting in 2019.

In 2015, he led the writing team for a successful proposal on the Transparent Computing
(DARPA 120) program and became Principal Investigator of that effort, which
encompasses the role of system integrator for nine other performers. He also led the
Cyber Security unit’s portion of a proposal as a subcontractor to Charles River Associates
on the CAUSE (IARPA) program and participated in a winning BBN proposal for the
SCITE (IARPA) program. He also was the technical lead on the Enterprise-as-Code
project. He also began day-to-day leadership of a group (3-6 individuals) of junior
engineers, which continues to the present.

In 2014, he was Principal Investigator on the IDEAS (Maryland Procurement Office)
program, aimed at producing a prototype system to provide formal verification of
security properties by examination of network device configurations. He also was



primary author of a successful proposal, Enterprise-as-Code (DARPA 120), which will
create an initial prototype to automatically derive functional specifications from an
enterprise network to allow rapid recovery and network analysis capabilities.

e In 2013, he was the Principal Investigator (PI) on the Sedona program (proprietary
customer) and also participated as an individual contributor on the Real-Time Protocol
Shepherds (RePS) (Department of Homeland Security) project and BBN’s Crowd-
Sourced Formal Verification (CSFV) program (DARPA 120) project.

e In 2012, he participated in a number of proposal efforts including successful wins for the
CSFV and Sedona projects and took on the role of individual technical contributor as
well as Program Manager for the CSFV project.

e In 2011, he was the security lead for the BBN team working on the DARPA F6 program,
overseeing the security architecture and design for the F6 communications system, a
fractionated satellite system.

e From 2006 to the present, he has participated in design documentation and testing for the
Internet Secure Routing PKI and was the original author of an Internet Draft for Route
Origin Authentication entities (RFC 6482) in the Secure Routing PKI.

e He led the security design for sensor nodes as part of the DARPA Networked Embedded
Systems Technology (NEST) project from 2002 to 2004 and became co-PI (later sole PI)
of the project from 2004 to 2006.
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