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ABSTRACT 

S e c u r i t y  is an Impor tan t  f a c t o r  I f  the programs of  
Independent and p o s s i b l y  m a l l c i o u s  users are to c o e x i s t  on the 
same computer system. In t h i s  paper we show tha t  a combined 
v i r t u a l  machine m o n i t o r / o p e r a t i n g  system (VMM/OS) approach to 
I n f o r m a t i o n  system i s o l a t i o n  prov ides s u b s t a n t i a l l y  b e t t e r  
so f tware  s e c u r i t y  than a convent lona l  mu l t ip rogrammlng o p e r a t i n g  
system approach. Thls  added p r o t e c t i o n  is der i ved  from redundant 
s e c u r i t y  using Independent mechanisms t ha t  are Inheren t  In the 
deslgn of most VMM/OS systems. 

I . I NTRODUCTION 

During the past decade the techn ique of  mu l t lp rogrammlng 

( l . e . ,  the concur ren t  execu t ion  of  severa l  Independent programs 

on the same computer system) has been developed to take f u l |  

advantage of  medium- and l a r g e - s c a l e  computer systems ( e . g . ,  cos t  

economics, f l e x l b l l i t y ,  ease of  o p e r a t i o n ,  hardware r e l i a b i l i t y  

and redundancy, e t c . ) .  U n f o r t u n a t e l y ,  in t r a n s f e r r i n g  p h y s i c a | l y  

I so |a ted  i n f o r m a t i o n  systems (see F igure  l ( a ) )  to p h y s i c a l l y  

shared l n f o r m a t l o n  systems (see F igure  l ( b ) ) ,  we must cope w i t h  

the problems o f :  o p e r a t i n g  system c o m p a t l b i l i t y ,  r e l i a b i l i t y ,  and 

s e c u r i t y .  In t h i s  paper we show tha t  the V l r t u a ]  Machine approach 

prov ides e f f e c t i v e  s o l u t i o n s  to these problems. 
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I I .  VIRTUAL MACHINE APPROACH TO ISOLATION AND COMPATIBILITY 

Since v i r t u a l  machines 

d e s c r i b e d  e x t e n s i v e l y  In the l l t e r a t u r e  

P a r m e l e e ( 6 ) ) ,  we w l l l  o n l y  b r i e f l y  rev iew the 

v i r t u a l  machine may be d e f i n e d  as a r e p l i c a  o f  a 

and t h e i r  a p p l l c a t l o n s  have been 

( M a d n l c k ( 5 ) ,  

key p o l n t s .  A 

rea l  computer  

system s l m u l a t e d  by a c o m b i n a t l o n  o f  a V i r t u a l  Machine M o n l t o r  

(VMM) s o f t w a r e  program and a p p r o p r i a t e  hardware s u p p o r t .  (See 

Goldberg ( 3 , ~ )  f o r  a more p r e c i s e  d e f i n i t i o n ) .  For example,  the 

VN/370 system enables  a s i n g l e  IBM System/370 to appear 

f u n c t i o n a l l y  as i f  i t  were m u l t i p l e  Independent  System/370Ws 

( i . e . ,  m u l t i p l e  " v l r t u a l  mach ines ' I ) .  Thus, a VMM can make one 

computer  system f u n c t i o n  as i f  i t  were m u l t i p l e  p h y s l c a l l y  

i s o l a t e d  systems as d e p i c t e d  in F i gu re  2. A VMM accomp l i shes  

t h i s  f e a t  by c o n t r o 1 1 I n g  the m u l t l p l e x i n g  o f  the p h y s i c a l  

hardware resources  in a manner analogous to  the way t h a t  the 

te lephone  company m u l t i p l e x e s  communica t ions  e n a b l i n g  sepa ra te  

and, h o p e f u l l y ,  I s o l a t e d  c o n v e r s a t i o n s  over  the same w i r e s .  

A VMM is t o t a l l y  u n l i k e  a c o n v e n t | o n a l  o p e r a t i n g  sys tem.  A 

VMM r e s t r i c t s  I t s e l f  to the t ask  o f  m u l t i p l e x i n g  and a l l o c a t l n g  

the p h y s i c a l  hardware,  I t  p resen ts  an I n t e r f a c e  t h a t  appears 

I d e n t l c a l  to a "ba re  mach ine" .  In f a c t ,  i t  is  necessary  to load 

a c o n v e n t i o n a l  o p e r a t i n g  system I n t o  each v l r t u a l  machine in 

o rde r  to accomp l l sh  u s e f u l  work .  Th is  l a t t e r  f a c t  p rov i des  the 

bas i s  f o r  the s o l u t i o n  to the o p e r a t i n g  system c o m p a t i b i l i t y  

prob lem.  Each v i r t u a l  machine is  c o n t r o l l e d  by a s e p a r a t e ,  and 
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I f  necessa ry  d i f f e r e n t ,  

t h l s  s o l u t i o n  has been demons t ra ted  on 

e a r l i e r  CP-67 sys tem.  The e x t r a  VMM 

I n t r o d u c e  a d d l t l o n a l  overhead In 

o p e r a t i o n ,  bu t  t h i s  overhead can be 

o p e r a t i n g  sys tem.  The f e a s l b l l l t y  o f  

the VH/370 system and the 

s o f t w a r e  and hardware  do 

the I n f o r m a t i o n  system 

kep t  r a t h e r  low ( e . g . ,  

1 0 - 1 5 ~ ) .  Depending upon the p r e c i s e  economics and b e n e f i t s  o f  a 

l a r g e - s c a l e  sys tem,  the VMM approach is  o f t e n  p r e f e r a b l e  to  the 

o p e r a t i o n  o f  the m u l t i p l e  p h y s l c a ] l y  I s o l a t e d  rea |  sys tems.  

I I I .  SECURITY AND RELIABIL ITY IN A VIRTUAL MACHINE ENVIRONMENT 

in the p r e c e e d i n g  s e c t i o n  I t  was shown t h a t  the v i r t u a l  

machine approach s o l v e s  the OS c o m p a t l b l l l t y  p rob lems by a l l o w i n g  

d i f f e r e n t  o p e r a t i n g  systems to run and c o e x i s t  on the same 

computer  a t  the same t i m e .  In t h i s  s e c t i o n  we w111 a n a l y z e  

s e c u r i t y  and r e l l a b | l l t y  in  a v i r t u a l  machine e n v i r o n m e n t .  We 

w i l 1  show t h a t  the v l r t u a |  machine approach r e s u l t s  in  a sys tem 

t h a t  Is  much less  s u s c e p t i b l e  to  such f a i l u r e s  than a 

c o n v e n t l o n a l  m u l t l p r o g r a m m l n g  o p e r a t i n g  sys tem.  The p rob lems o f  

s o f t w a r e  r e | l a b i l i t y  and s e c u r i t y  are q u i t e  s i m i l a r .  A 

r e l l a b i l l t y  f a i l u r e  is  any a c t i o n  o f  a u s e r l s  program t h a t  causes 

the sys tem to  cease c o r r e c t  o p e r a t i o n  ( e . g . ,  " s t o p s "  o r  

" c r a s h e s " ) ,  a s e c u r i t y  f a i l u r e  Is a fo rm o f  r e l i a b i l i t y  f a i l u r e  

t h a t  a l l o w s  one u s e r ' s  program to  access o r  d e s t r o y  the da ta  o r  

programs o f  a n o t h e r  I s o l a t e d  user  o r  ga in  c o n t r o |  o f  the e n t i r e  

computer  sys tem.  The r e l l a b l | i t y  p rob lem has been s t u d i e d  by 
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Buzen, Chen, and Goldberg ( I ) .  

1. Contemporary O p e r a t l n £  System Envi ronment  

Most con temporary  o p e r a t i n g  systems,  In c o n j u n c t i o n  w i t h  

a p p r o p r i a t e  hardware s u p p o r t ,  p rov ide  mechanisms to p reven t  

r e l i a b i l i t y  and s e c u r i t y  f a i l u r e s  ( e . g . ,  s u p e r v i s o r / p r o b l e m  s t a t e  

modes o f  o p e r a t i o n ,  e t c . ) .  In t h i s  paper we are o n l y  concerned 

about  complete I s o | a t l o n  s e c u r i t y  ( i . e . ,  no user  is a l l owed  

access to any o t h e r  u s e r l s  i n f o r m a t i o n ) .  The problem o f  

generalized control led access ( i . e . ,  a user Is allowed 

res t r i c t i ve  access to another user's Information) Is much more 

d l f f i c u | t  but, for tunate ly ,  such a f a c l l l t y  Is not needed for the 

environment I l l us t ra ted  In Figure I .  

Under " I d e a l "  c i r c u m s t a n c e s ,  most c u r r e n t  o p e r a t i n g  systems 

can p rov i de  I s o l a t i o n  s e c u r i t y .  0S/360,  f o r  example, uses the 

Sys tem/360 ' s  l ock  and key p r o t e c t i o n  to i n s u l a t e  users f rom each 

o t h e r  and f rom the o p e r a t i n g  system. The s u p e r v i s o r / p r o b l e m  

s t a t e  modes f u r t h e r  p reven t  users f rom " g a i n i n g  c o n t r o l "  o f  the 

system. Thus, I t  shou ld  be p o s s l b l e  to I s o l a t e  use rs .  

F igu re  3(a)  i l l u s t r a t e s  the c o e x i s t e n c e  o f  m u l t l p l e  programs 

on the same I n f o r m a t i o n  system. Such a system is s u s c e p t i b l e  to 

a s e c u r i t y  v l o l a t l o n  I f  a s i n g l e  hardware or  s o f t w a r e  f a i l u r e  

were t o . o c c u r .  T y p i c a l  modern o p e r a t i n g  systems c o n s i s t  o f  

thousands,  p o s s i b l y  m i l l i o n s ,  o f  I n s t r u c t i o n s .  The user  programs 

Interface wlth the operating system through hundreds of 
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parameter lzed e n t r i e s  ( e . g . ,  supe rv i so r  c a l l s ,  program 

I n t e r r u p t s ,  I / 0  requests and i n t e r r u p t s ,  e t c . ) .  At the present  

t ime there ls no known way to s y s t e m a t l c a | l y  v a l i d a t e  the c o r r e c t  

f u n c t i o n i n g  o f  the o p e r a t i n g  system f o r  a l l  poss ib l e  parameters 

f o r  a | ]  e n t r l e s .  In f a c t ,  most systems tend to be h l g h | y  

vu lne rab le  to I n v a l i d  parameters.  For example, a popular  form of  

sabotage Is to Issue c e r t a i n  d a t a - r e t u r n l n g  supe rv i so r  c a l ] s  

( e . g . ,  "what t ime Is i t ? "  request )  p r o v l d l n g  an I n v a l i d  address 

as a parameter.  The o p e r a t i n g  system, running w i t h  p r o t e c t i o n  

d i sab led  and assuming t ha t  the address parameter corresponds to a 

use r ' s  data areas t r a n s f e r s  the re tu rn  data to tha t  l o c a t i o n .  I f  

the address prov ided a c t u a l l y  corresponds to ] o c a t l o n s  w i t h i n  the 

ope ra t i ng  system, the system can be made to des t roy  or d i sab le  

I t s e l f .  Host " secure "  systems, o f  course,  a t tempt  to de tec t  t h i s  

k ind of  e r r o r  but there are many o ther  sabotage techniques and 

complete s e c u r l t y  is u n l l k e l y .  

R e f e r r i n g  back to F igure 3(a) we can see some of  the f a c t o r s  

c o n t r i b u t i n g  to the problem. In order  to prov ide s u f f l c l e n t  

f u n c t l o n a l l t y  to be e f f e c t i v e  f o r  a large and heterogeneous 
I 

c o l l e c t i o n  of  user programs, the o p e r a t i n g  system must be q u i t e  

comprehensive and, thus,  more vu lne rab le  to e r r o r .  In g e n e r a l ,  a 

s i n g l e  l o g i c a l  e r r o r  In the ope ra t i ng  system so f tware  can 

i n v a l i d a t e  the e n t i r e  s e c u r i t y  mechanism. Fur thermore,  as 

dep ic ted  In F igure  3 (a ) ,  there Is no more p r o t e c t i o n  between the 

programs o f  d i f f e r i n g  user groups or the o p e r a t i n g  system than 

there is between the a p p l i c a t i o n  programs of  a s i n g l e  user group. 
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The s e c u r i t y  o f  such c o n v e n t i o n a l  o p e r a t i n g  systems Is 

s u f f i c i e n t l y  weak t h a t  the m i l i t a r y  has s t r i c t  r e g u l a t i o n s  t h a t  

appear to f o r b l d  the use o f  the same I n f o r m a t i o n  system f o r  both 

SECRET and TOP SECRET use - even though us ing  separa te  systems Is 

more c o s t l y .  Even I n d u s t r i a l  c o m p e t i t o r s  or  d i f f e r e n t  f u n c t i o n s  

In the same company ( e . g . ,  p a y r o | l  and e n g i n e e r i n g )  are o f t e n  

r e l u c t a n t  to share the same computer .  

.~. V i r t u a l  Machine Env l ronment  

F i gu re  3(b)  l | ] u s t r a t e s  the v i r t u a l  machine approach to  a 

p h y s i c a l l y  shared system. Th is  ar rangement  has numerous s e c u r i t y  

advantages .  I f  we d e f l n e  Ps(P) to be the p r o b a b i l i t y  t h a t  a 

g iven  run o f  program P w i | |  cause a s e c u r i t y  v i o l a t i o n  to occu r ,  

the f o l l o w i n g  c o n d i t i o n s  wou]d be expected to ho l d :  

A. Ps (P lOS(n) )  < Ps(PlOS(m))  f o r  n<m 

OS( I )  r e f e r s  to a c o n v e n t l o n a l  o p e r a t i n g  system m u l t l p r o g r a m m l n g  

at  l eve l  I ( l . e . ,  s u p p o r t i n g  I c o n c u r r e n t  p rog rams) .  The 

p r o b a b i l i t y  o f  system f a i l u r e  tends to Inc rease  w l t h  the load on 

the o p e r a t i n g  system ( i . e . ,  the number o f  d i f f e r e n t  reques ts  

Issued,  the v a r i e t y  o f  f u n c t i o n s  p r o v i d e d ,  the f r e q u e n c y  o f  

r eques t s ,  e t c . ) .  In p a r t i c u l a r ,  a monoprogrammlng system, 0 S ( 1 ) ,  

tends to be much s i m p l e r  and r e l i a b l e  than a comprehens ive 

m u l t l p r o g r a m m i n g  system. Fu r the rmore ,  the m-degree 

m u l t l p r o g r a m m i n g  system o f t e n  r e q u l r e s  I n t r i c a t e  a l t e r a t i o n s  to 

suppo r t  the s p e c l a l  needs o f  the m users ,  e s p e c l a l l y  I f  m is 

l a r g e .  These problems have been expe r i enced  In most l a r g e - s c a l e  
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m u l t l p r o g r a m m l n g  sys tems.  

e n v i r o n m e n t  s i n c e  

o p e r a t i n g  sys tem.  

e r r o r - p r o n e  than 

o p e r a t i n g  sys tem.  

These prob lems are d i m i n i s h e d  In a VH 

each v i r t u a l  machine may run a s e p a r a t e  

Each o p e r a t i n g  system may be s i m p l e r  and less  

a s i n g l e  comprehens ive  a l l - e n c o m p a s s i n g  

B. Ps(OSIVMM(k)) < Ps(PlOS(m)) for k<m 

VMM(1) means a v i r tual  machine monitor, Vt4M, supporting I v i r tual  

machines. The operating system, OS, on a part lcuIar v i r tual  

machine has the same relationship to the VHM(k) as a user's 

program, P, has to a conventional multlprogramming operating 

system, OS(m). Using the same rationale as In A above, the 

smaller the degree of multlprogrammlng ( I . e . ,  k<m), the smaller 

the probabII l ty of a security v iolat ion. Furthermore, since 

v i r tual  machine monitors tend to be shorter, simpler, and easier 

to debug than conventional multlprogrammlng operating systems, 

even when k=m, the VHM Is less error-prone. For example, since 

the VMM Is defined by the hardware specifications of the real 

machine, the f i e ld  engineer's hardware diagnostic software can be 

used to checkout the correctness of the VMM. 

We can d e f l n e  the p r o b a b l l i t y  o f  

machlne v l o l a t i n g  the s e c u r i t y  o f  a n o t h e r  c o n c u r r e n t  

a n o t h e r  v i r t u a l  machlne as:  

C. Ps (P iOS(n ) IVMM(k ) )  = Ps (P lOS(n ) ) xPs (OS lVMM(k ) )  

Based on the I n e q u a l i t i e s  o f  A and B above and the m u l t l p l l c a t i v e  

dependency in C, we a r r i v e  a t  the c o n c l u s i o n :  

a program P on one v i r t u a l  

program on 

219 



D. Ps (P IOS(n ) IVNM(k ) )  << Ps(PIOS(m))  f o r  n,k<m 

Ps(P iOS(n) IMMM(k) )  Is the p r o b a b i l i t y  o f  the s i m u l t a n e o u s  

s e c u r i t y  f a i l u r e  o f  PVs o p e r a t i n g  system and the v i r t u a l  machine 

m o n i t o r .  I f  a s i n g l e  o p e r a t l n g  systemWs s e c u r i t y  f a l l s ,  the MMM 

I s o l a t e s  t h i s  f a l l u r e  f rom the o t h e r  v i r t u a l  mach ines .  I f  the 

VHMWs security f a l l s ,  I t  exposes Information of other v l r tual  

machines to the operating system of one v i r tual  machine. But, I f  

functioning correct ly,  PWs operating system w i l l  not take 

advantage of the security breach. Thls assumes that the 

designers of the individual operating systems are not in 

collusion wlth malicious users, this seems to be a reasonable 

hypothesis; otherwise, using the same collusion, Ps(PlOS(m))=l 

could be attained by subverting the common operating system. 

We are p a r t i c u l a r l y  concerned about  the  o v e r a l l  sys tem 

s e c u r i t y ,  t h a t  i s ,  the p r o b a b i l i t y  t h a t  a s e c u r i t y  v i o l a t i o n  

occu rs  due to  any program In the sys tem.  Th i s  s l t u a t l o n  can be 

computed by= 

E. P s ( P l l t P 1 2 , . . . , P 3 3 )  = P s ( P l l ) x ( 1 - P s ( P 1 2 ) ) x . . . x ( 1 - P s ( P 3 3 ) )  

+ ( 1 - P s ( P l l ) ) x P s ( P 1 2 ) x . . . x ( 1 - P s ( P 3 3 ) )  

e • • 

+ P s ( P l l ) x P s ( P 1 2 ) x . . . x P s ( P 3 3 )  

A l t e r n a t e l y s  i t  can be r e p r e s e n t e d  as:  

Ps(Pll, P12,...,P33) = 1 - ( 1 - P s ( P l l ) ) x ( 1 - P s ( P 1 2 ) ) x . . . x ( 1 - P s ( P 3 3 ) )  

We note  t h a t  P s ( P l l e P 1 2 , . . . , P 3 3 )  Is m i n i m i z e d  when the I n d i v i d u a l  

Ps~s are  m i n i m i z e d .  The e f f e c t  Is a c c e n t u a t e d  due to  the 

m u l t l p l l c a t i v e  n a t u r e  o f  E q u a t i o n  E. Thus, f rom the I n e q u a l l t y  
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of  D, we conc lude :  

F. P s ( P l l ,  P12 , . . . ,P3510S(n ) IVMM(k ) )  <<< P s ( P l l ,  P12 , . . . ,PS$10S(m) )  

for n,k<m. 

That Is ,  the s e c u r i t y  In a v i r t u a l  machine env i ronment  Is y@rv 

b e t t e r  than In a conven t i ona l  mu l t l p rog rammlng  o p e r a t i n g  

system environment. Thls 

p robab l l l s t l c  Independence of 

fol lowlng section we show 

applies. 

c o n c l u s i o n  depends upon the 

the s e c u r i t y  f a i l u r e s .  In the 

t ha t  the Independence c o n d i t i o n  

3, Redundant S e c u r l t y  Mechanisms 

I f  the I n d i v i d u a l  o p e r a t i n g  systems, OS, and the v i r t u a l  

machine m o n i t o r ,  MMM, used I d e n t i c a l  s e c u r i t y  mechanisms and 

a l g o r l t h m s ,  then any user a c t i o n  t ha t  r e s u l t e d  In p e n e t r a t i o n  o f  

one could  a lso  pene t ra te  the o t h e r .  That Is ,  f i r s t  take c o n t r o l  

o f  the OS and then, us ing  the same techn ique ,  take c o n t r o l  o f  the 

VMM. Thls Is 1oglcally analogous to placlng one safe Inside 

another safe - but having the same combination on both safes. To 

combat thls danger, the OS and VMM must have r~dundant security 

based upon Inde~e~d@n~ me¢hanlsms. A slml lar approach has been 

taken In the PRIME modular computer system being constructed at 

the University of Cal l fornla,  Berkeley. They  use the term 

dvnamlc ver i f i ca t ion  to mean "that every tlme a decision Is made 

there Is a consistency check performed on the decision using 

Independent hardware and software" (Fabry(2)). 

Table 1 I l l u s t r a t e s  redundant  s e c u r i t y  mechanisms p o s s i b l e  
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in  a VMM/OS e n v i r o n m e n t  us lng  VM/370 and 0S/360 as example 

sys tems.  Let  us c o n s i d e r  main memory s e c u r i t y  f i r s t .  0S/360 

uses the Sys tem/360-370  l ock  and key hardware to I s o l a t e  one 

u s e r ' s  memory area f rom i n v a l i d  access by a n o t h e r  u s e r ' s  program.  

VM/370, on the o t h e r  hand, uses the Sys tem/370 Dynamic Address 

T r a n s l a t i o n  (DAT) hardware  to p r o v i d e  a s e p a r a t e  v i r t u a l  memory 

( I . e . ,  address  space)  f o r  each v l r t u a l  machine - I ndependen t  o f  

the  l ocks  and keys.  Thus, a m a l l c l o u s  user  wou ld  have to  

overwhelm both  the  l ock  and key and the DAT mechanisms to  v i o l a t e  

the I s o l a t i o n  s e c u r i t y  o f  a n o t h e r  c o e x l s t l n g  program on a n o t h e r  

v l r t u a l  mach ine .  The s o f t w a r e  a l g o r i t h m s ,  o f  cou rse ,  used by 

0S/360 and VM/370 f o r  memory s e c u r i t y  are  q u i t e  d i f f e r e n t  s i n c e  

the mechanisms t h a t  a re  used are so d i f f e r e n t .  

h i g h l y  u n l i k e l y  t h a t  they  wou ld  bo th  be s u s c e p t l b l e  

p e n e t r a t i o n  t e c h n l q u e s .  

Thus, I t  Is 

to  the same 

We f i n d  the same k i n d  o f  redundan t  s e c u r i t y  in  the area o f  

secondary  s t o r a g e  d e v i c e s .  0S/360 ,  e s p e c i a l l y  w l t h  the Resource 

S e c u r i t y  System (RSS) o p t i o n ,  p r o v i d e s  an e l a b o r a t e  se t  o f  

mechanisms to  r e s t r i c t  access to da ta  se ts  ( f i l e s ) .  Each s t o r a g e  

volume has a reco rded  l abe |  t h a t  is  read by 0S/360 to v e r i f y  t h a t  

I t  Is the c o r r e c t  volume to  be used ( l . e . ,  A u t o m a t i c  Volume 

R e c o g n l t l o n ,  AVR). F u r t h e r m o r e ,  under  RSS, the  s p e c i f l c  da ta  

se ts  on the volume may be I n d i v i d u a l l y  p r o t e c t e d  by means o f  

password codes o r  user  a u t h o r i z a t i o n  r e s t r i c t i o n s .  VM/370, on 

the o t h e r  hand, may have the volumes ass i gned  to  the v l r t u a l  

machines by the computer  o p e r a t o r  or  a d l r e c t o r y  on the b a s i s  o f  
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FUNCTION I I  VMM Mechanism I OS Mechanism 
I I  ( e . g . ,  VN/370) I ( e . g . ,  0S/360) 

Maln Memory II Dynamic Address I Locks and Keys 
Security II Translation (DAT) I 

......... ÷4 ÷--- 

Storage Device II Device Address I Volume Label 
Security II Mapping I Verif ication and 

i l  I Data Set Passwords 
. . . . . . . . . . . . .  ÷ 4  ÷ . . . . . . . . . . .  

Process Al]ocatlon II Clock Comparator I Pr ior i ty  Interrupt 
Security II and Time-Slicing I (and, optlonal]y, 

I i  I I n t e r v a l  T imer )  

Table 1. 
Examples of Redundant Security Nechanlsms In 

a VMM/OS Environment 

I I  
I I  
÷ ÷  

I i  
I I  

÷ ÷  

I I  
I I  
I I  
÷ ÷  

I I  
I i  
I I  
t .÷  

the p h y s i c a l  s to rage  dev ice  address be ing used. Once aga in ,  the 

l o g i c a l  mapplng o f  0S/360 Is Independent  o f  the p h y s i c a l  mapping 

o f  VM/370. These redundant  s e c u r i t y  mechanisms can be found In 

many o t h e r  a reas .  

Although most existing VMMWs were not designed speci f ical ly 

to provide such comprehensive Isolation, they frequently Include 

substantial redundant security mechanisms. In order to provide 

the needed Isolation, future VMM~s nay be designed wlth Increased 

redundant security. 

IV. CONCLUSIONS 

In t h i s  paper we have shown t h a t  the VMM/OS approach to 

I n f o r m a t i o n  system I s o l a t i o n  p rov ides  s u b s t a n t i a l l y  b e t t e r  
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software r e l i a b i l i t y  and s e c u r i t y  than a conventlonal 

multlprogrammlng OS approach. Thls added protection Is obtained 

through the use of redundant security mechanisms that are 

Inherent In the design of most VMM/OS systems. 
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