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Overview
This document describes how to download and install SharePoint PREP on a web server. For general information about SharePoint and PREP, please refer to the PowerPoint presentation SharePoint PREP 2.0.ppt.
SharePoint
SharePoint Services is provided by Microsoft as a free extension to Windows 2003 Server. However, it does not ship with Windows Server 2003. You have to download, install, and configure it.
Installing SharePoint

Requirements

Server
SharePoint can only operate within a Windows Domain environment. This is the only way it can authenticate users. It cannot be installed on a stand-alone server (unless that server is a Domain Controller, but this is neither recommended nor supported by Microsoft). Microsoft makes a lightweight version of Active Directory (the basis of a Windows Domain) called ADAM, but unfortunately this will not work with SharePoint.
There is a way to install SharePoint in what is known as “Active Directory Creation Mode”, which will allow users in your domain to be created by administrators from within SharePoint. This makes it much easier to add Internet users to your site. However, this method will only allow users created by SharePoint to use SharePoint; normal domain users will not authenticate. Also, it is extremely difficult to get this to install correctly. For these reasons, we do not recommend using Active Directory Creation mode. If you do decide to use it, be aware that most of the configuration has to be done at the command line using stsadm.exe.
SharePoint Services cannot be installed on Windows 2000, XP, or NT. It requires Windows Server 2003.

For complete instructions on building a Windows Server 2003 installation from scratch, you can refer to a document written for another iCampus Project, iLabs, called iLabs Service Broker Installation Instructions. It can be found at http://icampus.mit.edu/iLabs/Architecture/downloads/downloadFile.aspx?id=51. This document describes installing and configuring the operating system and Sql Server. It does not cover creating a Windows Domain. To do that, you need to add the Domain Controller Role to your server, and configure it as the first domain controller in a new forest of domain trees (assuming it is the only Domain Controller you have).
Client

SharePoint was written to work in any modern browser. However, it works best in Microsoft Internet Explorer. There are certain places where it uses ActiveX controls to access the Windows file system, and it has very tight integration with Microsoft Word and Excel. So although it will work in, for example, Firefox, you will achieve better results in Internet Explorer.
Database

These instructions are written to use a local instance of SQL Server running under Windows Authentication. SharePoint may also use MSDE (the “free” lightweight Sql Server) or a remote instance of Sql Server. If this describes your installation, you must make the appropriate adjustments to the procedures that follow.
A Word of Caution

Setting up SharePoint successfully on a server can be very difficult, due to the tricky interplay between a Windows Domain, IIS, SharePoint, SQL Server, and the local file system. Therefore you are strongly advised to follow the instructions in this document as faithfully as possible, as they are known to work. If you do run into an error condition which you are unable to solve, the best way forward is to uninstall SharePoint Services 2.0 in the Add/Remove Windows Programs applet in the Control Panel, delete the two SharePoint databases in Sql Server (server configuration and application), reboot your machine, and start over. You do not have to remove the Application Pool you created. Even better, rebuild your entire Windows Server 2003 machine from scratch using the iLabs Server build document referenced above. This can help solve seemingly intractable problems, particularly if you or someone else has been tinkering with file permissions or settings in IIS, or you have promoted a machine from the FAT32 file system to the NTFS file system. 
A Bit of Confusion

Microsoft has a product called SharePoint Portal Server, and a product called SharePoint Services. The former is an enterprise-wide version of SharePoint, and the latter is designed to run on one server and is already licensed with your copy of Windows Server 2003. It is SharePoint Services that we are using.
Pre-Installation Steps

· If it has not already been done, add the Application Server Role to Windows Server 2003. See the instructions on page 22.
· If it has not already been done, add the Mail Server Role to Windows Server 2003. See the instructions on page 23.
· Open SQL Enterprise Manager. Add a SQL login for NT AUTHORITY\NETWORK SERVICE.
1) Expand the Security folder in Sql Server Enterprise Manager.
2) Right-click Logins, select New Login…
3) In the Name box, type NT AUTHORITY\NETWORK SERVICE
(Note: This login might already exist. If so, continue to the next step)
4) Click OK
· Add the NT AUTHORITY\NETWORK SERVICE login to the Security Administrators and Database Creators Server Role. To do this, right-click on the NT AUTHORITY\NETWORK SERVICE login, and select properties. Select the Server Roles page and check the dbcreator and securityadmin boxes. This is necessary in order for the SharePoint administrative web interface to create SharePoint configuration and virtual server (content) databases. Without this step the installation will fail.
Installing SharePoint Services 2.0

· Download the SharePoint Services Installation program stsv2.exe from this location: http://www.microsoft.com/downloads/details.aspx?familyid=E084D5CB-1161-46F2-A363-8E0C2250D990&displaylang=en
· Run stsv2.exe. Cancel at the first opportunity. Open a command prompt, and navigate to C:\Program Files\STS2Setup_1033, which is where stsv2.exe puts the SharePoint installation files.
· At the command line, type setupsts remotesql=yes
· If you see a message about Front Page Extensions, you will have to remove them before you can complete a SharePoint installation. You can just leave this window up while you remove the extensions. See instructions on page 25.
· Accept the License agreement, and click Next
· Recommended Install: Server Farm. Click Next
· Click Install
· Wait for a while... you will see a command prompt open as it issues the iisreset command (which restarts IIS)
· Then, an instance of Internet Explorer will open, and you will perform the remaining configuration in a browser window. You will be using the SharePoint Administration web site, which SharePoint creates and places on a random port on your server (if you install SharePoint on a different machine, the port will be different). 
· Application Pool: Use an Existing Application Pool. Click OK
· The next page says Application Pool Changed. Don’t click OK yet.
· At the command line, type iisreset to restart IIS
· Now click OK
· SharePoint is now installed, and is ready to be configured. Please continue with the next section.
SharePoint Configuration

This section describes the SharePoint Configuration pages you will see in Internet Explorer. Fill out the pages as indicated. [Note: if this page is no longer displayed, you can re-access it by going to Start->Administrative Tools->SharePoint Central Administration].
· Set Configuration Database Server page

· Configuration Database

· Database Server:  Use the local SQL Server instance

· Sql Server Database Name: Sharepoint_ConfigDB
· Connection type: Windows Authentication

· Active Directory Account Creation

· Users already have Domain Accounts

· Click OK
· Central Administration

· Server Configuration

· Configure default e-mail server settings

· Outbound SMTP Server: 127.0.0.1

· From email address: from_address@yourschool.edu
· Reply-to email address: reply_to@yourschool.edu
· Click OK

· Central Administration

· Virtual Server Configuration

· Extend or Upgrade Virtual Server

· Click on the web site you want to run SharePoint on. The best choice here is the Default Web Site, though you can run SharePoint on any site running on any port. The thing to remember is that SharePoint takes over any site you are running it on by installing an ISAPI filter that intercepts all HTTP requests. So if you already have a functioning Default Web Site with several applications running in subdirectories, that site will no longer work if you configure it for SharePoint. A good choice in this case would be to create another web site for SharePoint. If you still wanted to run SharePoint on port 80, you could change the port of the Default Web site to something else.
· Extend Virtual Server

· Provisioning Options

· Extend and Create a Content Database

· Extend and Create Content Database

· Application Pool

· Create a new Application Pool

· Application Pool Name: Sharepoint_sites

· Security Account: Network Service

· Site Owner

· Your user name should already be in the designated box

· Type your email address

· Database Information

· Database Server: Should already be filled in with your server name

· Database Name: Leave the “Use default content database server “ box checked (Note: this will cause SharePoint to create a content database using a default name, which will be in the form STS_YourServerName_1. If you want a different name, uncheck the box).
· Custom URL

· Leave this as ‘/’ to make the root of the web site the root of the SharePoint site

· Click OK
· You should see a message: Virtual Server Successfully Extended
· Click OK
· Open a browser window and navigate to your new SharePoint site by typing http://localhost
· Now you must choose a template for the root of your site. A good choice is a Team Site.

· Click OK
· Your new web site should load

File Location
SharePoint actually places its files at C:\Program Files\Common Files\Microsoft Shared\web server extensions\60\TEMPLATE\LAYOUTS\1033. These are the aspx files used for all SharePoint virtual servers.
PREP

Machine Preparation
Unpack the Distribution Files

We recommend using two separate logical drives for the operating system and data, C and D; consequently, these instructions will refer to the D drive. However, if you do not have a D drive, you may use the C drive.

· On your SharePoint server, Create a folder called D:\MIT iCampus
· Create a sub-folder called PREP
· Obtain one of the PREP Distribution zip files, PREP.2.0.zip or PREP.2.0.SDK.zip, and unzip it into the PREP folder. The result should be a folder structure that looks like D:\MIT iCampus\PREP\PREP.2.0. If you installed the SDK, change the final folder name from PREP.2.0.SDK to PREP.2.0.
Install the PREP Assemblies

You will need to copy three assembles into the Global Assembly Cache (GAC) on your SharePoint Server.
Web Part

The assembly PREPWebpartLibrary20.dll contains the PREP custom web parts, which are the User Interface components of PREP. Although all of the PREP assemblies must be copied into the GAC, Web Parts require other configuration entries in order to function properly within SharePoint. We have spared you the complexity and difficulty of getting this to work properly by including a freeware utility called InstallAssemblies which does it all for you. It may be found on the Web here:
http://www.bluedoglimited.com/Downloads/pages/Web%20Part%20Toolkit.aspx
Instructions for InstallAssemblies:

· Navigate to D:\MIT iCampus\PREP\PREP.2.0\Installation
· Double-click InstallAssemblies.exe
· Click the Select Assemblies button

· Choose PREPWebPartLibrary20.dll and click Open (if you don’t see it, use the Open box to navigate to D:\MIT iCampus\PREP\PREP.2.0\Installation)
· Under Install location, make sure you choose the option to install it into the Global Assembly Cache (GAC).

· Click the Install button.
· After you see the "All done" message, close the InstallAssemblies window.
Event Handler and Encryption
There are two other assemblies needed to run PREP, as follows:
· PREPWorkflow.dll. Document event handler. 
· Encryption.dll. This assembly contains Microsoft-written code which handles encryption and decryption of passwords, etc. in machine.config. 
Instructions for installing these assemblies into the GAC:
· Navigate to D:\MIT iCampus\PREP\PREP.2.0\Installation
· Double-click on Setup.bat to run the setup routine.

This batch file does three things for each assembly: one, it copies the assembly into the GAC using gacutil.exe, which ships with .NET; two, it copies the debug symbol (.pdb) files to the GAC so that you can see line numbers if the application throws an exception; and three, it resets iis (required for SharePoint to begin using the new dlls).
This batch file pauses after each step of the installation. Watch the screen carefully for error messages. Should you experience a problem which causes you to have to re-start the batch file, it will not harm anything to re-install any of these components.
Install the Images

PREP has a number of custom images used by the PREP Matrix web part. These should have already been copied to your server when you unpacked the PREP zip file, to D:\MIT iCampus\PREP.2.0\Images. To use the images within SharePoint, we will create a virtual directory for them in IIS. 

· Right-Click on My Computer
· Click Manage
· Expand Services and Applications
· Expand Internet Information Services
· Expand Web Sites
· Expand Default Web Site (or the web site that houses your SharePoint installation)
· Expand the _layouts virtual directory (this is the main location of SharePoint’s aspx files)
· Right-click on _layouts
· Select New->Virtual Directory
· Click Next in the Virtual Directory Creation Wizard
· In the Alias box, type PREPImages
· Click Next
· Enter D:\MIT iCampus\PREP\PREP.2.0\Images in the Directory box (or click the Browse button, and navigate to the location where your Images folder is)

· Click Next
· Click Next
· Click Finish
· You should see the PREPImages virtual directory listed under the _layouts virtual directory.
· Close the Computer Management Window
Create a PREP User

The PREP dlls need to run at a higher privilege level than User. Therefore, we need to create a special PREP account with Administrator privileges. The PREP dlls will impersonate this account when performing tasks requiring a higher level of privilege.

· Right-Click on My Computer
· Click Manage
· Expand Local Users and Groups
· Right-Click Users
· Click New User…

· User name & Full name: PREP
· Description: Account for PREP
· Password: Type a strong password (at least 10 characters long, includes upper case and lower case characters as well as numbers or special characters). Note: there is a good freeware utility to generate strong passwords called rpgen, available here: http://www.paehl.de/rpgen.zip Make sure you keep track of the password (e.g. paste it into a notepad window), as we will need it in the next step. 
· Uncheck User must change password at next logon
· Check User cannot change password
· Check Password never expires

· Click Create
· Click Close
· Double-click Users
· Double-click PREP
· Click Member Of
· Click Add…
· Type “Administrators” (minus the quotes) in the box, then click the Check Names button
· If not found, check what you typed and try again.
· Once it finds the Administrators group, click OK
· Click OK again.
· Close the Computer Management window.
Machine.config
There are a number of configuration keys used by SharePoint which must be added to the appSettings section of machine.config on the SharePoint server (which will be covered shortly, in the PREPConfiguration section). These values are:
· PREPWorkflow.MachineKey

· This is the Encryption key. Portions of this key are used to Triple-DES encrypt the Username, Password, and SQL Connection string.

· PREPWorkflow.Domain

· Windows domain name of the privileged SharePoint user. NOTE: If you use a local machine account (recommended) this will be the server machine name – not the name of the domain the machine belongs to.
· PREPWorkflow.Username

· Privileged SharePoint User. This user should have Administrator privileges, but should not be the Administrator account. This name is encrypted, and using a known value for it would greatly decrease its security.

· PREPWorkflow.Password

· Privileged SharePoint user’s password

· PREPWorkflow.Connection

· SQL connection string for the instance of SQL Server used by SharePoint. If your instance of SQL Server uses Windows Authentication (recommended), the connection string will look like this: data source=(local);initial catalog=STS_YourServerName_1;Integrated Security = SSPI. The part after “catalog=” is the database name for SharePoint uses for its virtual server data (as opposed to the configuration database, which should be SharePoint_ConfigDB). If you allowed SharePoint to name this database, it will be in the form STS_YourServerName_1. If in doubt, open Sql Enterprise Manager and expand the tables on the database you suspect to be the SharePoint virtual server database. You should see the tables Categories, ComMD, Deps, etc.
· PREPWorkflow.DocLibrary

· The name of the PREP Document Library. Should always be "PREP Documents".

· PREPWorkflow.TaskList

· The name of the PREP Task List. Should always be “PREP Review Tasks”

· PREPWorkflow.ImagePath

· The relative path to the PREP images folder within SharePoint’s virtual directory. By default, this is "/_layouts/PREPImages/"
· PREPWorkflow.ServerEmailFrom

· The “from” email address for notices sent out from SharePoint, e.g. Email Alerts

· PREPWorkflow.ErrorEmailFrom

· The “from” email address for errors. When the PREP application throws an exception, it sends an email to a developer rather than display an error screen to the user.
· PREPWorkflow.ErrorEmail
· Email address of the developer(s) who should receive notices of exceptions thrown by the PREP application.

PREPConfiguration

In order to create and encrypt these values, we have provided an application called PREPConfiguration.exe. Here is how to use it:
· Navigate to D:\MIT iCampus\PREP\PREP.2.0\Configuration
· Double-click on PREPConfiguration.exe
· Fill in the values for the keys listed above (e.g. PREPWorkflow.Domain, etc.)

· Click the Create button. If there are any problems with the data you have entered, a red dot will flash next to the affected field. You must correct the problem before you can continue.

· Keys for your appSettings section will be generated and placed in the box near the bottom of the window. Select Edit->Copy to copy these keys to your clipboard.

· Navigate to C:\WINDOWS\Microsoft.NET\Framework\v1.1.4322\CONFIG, which is where .NET stores its machine.config file. Make a backup copy of machine.config before continuing.
· Now open machine.config. Find the appSettings section. In a default installation, this is commented out, and looks like this:

<!-- use this section to add application specific configuration 

        example: 

    
<appSettings>

            <add key="XML File Name" value="myXmlFileName.xml" /> 

    
</appSettings>

   
 -->
· Get rid of the comments, and paste in the section you created in PREPConfiguration.exe. The keys from PREPConfiguration should go between the appSettings tags. The resulting section should look something like this:

<appSettings>

<add key="PREPWorkflow.MachineKey" value="7C5FA0DE5AB72A1A0203F0C3D2CFC28D3D96F676C37231FB5BAAD6C5283DAF12913D217A47CF11AF1B2DEE3A984AB7B1399A3067EBDDE9713FF6BA014589D766" />

<add key="PREPWorkflow.Domain" value="LOCALMACHINENAME" />

<add key="PREPWorkflow.Username" value="h7pGDuBizAgk6DxJbTlHEQ==" />

<add key="PREPWorkflow.Password" value="QZPTXchNVhIJ5uxu9A25TSXJnFD52Pd4" />

<add key="PREPWorkflow.Connection" value="VdZUH3p2kEteR3oHRyxa2yssiyLTY8qFi4yEyrsVHeXWfTNfM0nKNWsltqrZKnhNcqPoLRj95QekRtEULcfWe9vC38bOzRscepZpsI6h2dM=" />

<add key="PREPWorkflow.DocLibrary" value="PREP Documents" />

<add key="PREPWorkflow.TaskList" value="PREP Review Tasks" />

<add key="PREPWorkflow.ImagePath" value="/_layouts/PREPImages/" />

<add key="PREPWorkflow.ServerEmailFrom" value="yourserver@yourschool.edu" />

<add key="PREPWorkflow.ErrorEmailFrom" value="yourserver@yourschool.edu" />

<add key="PREPWorkflow.ErrorEmailTo" value="dev@yourschool.edu" />
</appSettings>
· Save machine.config.

Web.config
Add the PREP HTTPHandlers to SharePoint’s main web.config file.
Navigate to C:\Program Files\Common Files\Microsoft Shared\web server extensions\60\TEMPLATE\LAYOUTS. Make a backup copy of web.config before continuing.
Open web.config. Add the following entry in the httpHandlers section, above the System.Web.UI.PageHandlerFactory entry(which should currently be the only entry): (For convenience, you may cut and paste this section from the following location: D:\MIT iCampus\PREP\PREP.2.0\Configuration\web.config.txt)
<add verb="*" path="*PREPUploadDownload.aspx" type="PREPWorkflow.PREPUploadDownloadHandler, PREPWorkflow, version=2.0.0.0, Culture=neutral, PublicKeyToken=799fb6c86fb9170f" />

Save and close web.config.

Allow Event Handlers in SharePoint
Your SharePoint site has to be configured to allow custom event handlers. By default, it will not allow them.
Go to SharePoint Central Administration on the Server:

· Start -> All Programs -> Administrative Tools -> SharePoint Central Administration
· Under Virtual Server Administration, click Configure virtual Server Settings.
· Select the Default Web Site (or the web site that your SharePoint virtual server is running on).
· Under Virtual Server Management, click Virtual Server General Settings.
· Scroll to the bottom of the page. Under the section marked Event Handlers, Click the radio button for Event Handlers are: on, and click OK.
· Close SharePoint Central Administration

Adding PREP List Schemas

PREP uses a customized Document Library, Task List, and Events list. These have been saved as schema files and must be installed on your server. To install the schemas:
· Navigate to C:\Program Files\Common Files\Microsoft Shared\web server extensions\60\TEMPLATE\1033\STS. This is where SharePoint stores its schemas.

· Create a folder called Backup, and copy the Lists and Xml folders into it.

· Navigate to D:\MIT iCampus\PREP\PREP.2.0\SharePoint\Schemas
· Copy the two folders (Lists and XML) to C:\Program Files\Common Files\Microsoft Shared\web server extensions\60\TEMPLATE\1033\STS. Overwrite the existing Lists and XML folders, which have been backed up.
Adding the PREP Template

SharePoint has the ability to save any list, or library, or even an entire site, as a template. These template files may be downloaded onto the file system of another computer, imported into any SharePoint server and used to provision any SharePoint site. For convenience, we have created such a site template with all of the configuration necessary to run PREP. For the sake of documentation, we have included a section which details the steps involved in setting up a PREP site from scratch on page 20. However, as long as you have the template you do not have to go through this process.
To install the PREP template to your server, do the following:

· Open a browser on the server and navigate to http://localhost
· In the dark blue nav bar across the top, click Site Settings
· Under Administration, click on Go to Site Administration
· Under Site Collection Galleries, click on Manage Site Template Gallery
· In the light blue nav bar, click Upload Template
· Click the Browse button, and navigate to D:\MIT iCampus\PREP\PREP.2.0\SharePoint\Templates

· Click on PREP.2.0.stp, and click Open
· In the light blue nav bar, click Save and Close
· Close the browser
Creating a PREP Site

One of the strengths of SharePoint is its ability to host any number of virtual sites, each with its own look, content, and set of users. The data that drives these sites is kept entirely in the database – nothing is in the file system except the original set of .aspx files and images located at C:\Program Files\Common Files\Microsoft Shared\web server extensions\60\TEMPLATE\LAYOUTS\1033, which appear in the _layouts virtual directory in IIS.
Therefore, you may create any number of PREP class sites. It’s a good idea to come up with a convention for how you are going to organize these classes, in order to avoid winding up with a confusing hodge-podge of virtual sites.

At MIT, we organize our classes like this:

http://server/CourseNumber/ClassNumber/Year/Semester
so for Mechanical Engineering (Course 2 at MIT) class 2.75, Fall 2006, the URL is http://server/Course2/2.75/2006/Fall
For now, we will demonstrate the creation of a class at http://server/PREP/Class. We’ll create a sub-site of the root called PREP, and a sub-site of PREP called Class. Each one will have its own content and set of users.
Creating a Sub Site
We’ll begin by creating our PREP Sub Site.

· Open the root of your SharePoint site by opening a browser and typing http://localhost
· On the blue bar at the top, click Site Settings
· Under Administration, click on Manage Sites and Workspaces
· In the light blue nav bar, click Create
· Title: PREP
· Description: Top-level PREP Site
· In the URL Name box, type PREP
· User Permissions: Use Unique Permissions
· Click the Create button

· This will bring you to the Template page. Choose Team Site, and click OK
· You should land on the root of the PREP root site, http://localhost/PREP. It’s been provisioned as a Team site, so it has a Document Library, a Task List, and Events list, and more.

Now we’ll create the class site.

· If you are not already there, navigate to  http://localhost/PREP
· On the blue bar at the top, click Site Settings
· Under Administration, click on Manage Sites and Workspaces
· In the light blue nav bar, click Create
· Title: Class
· Description: PREP Site For a Class
· In the URL Name box, type Class
· User Permissions: Use Unique Permissions
· Click the Create button

· This will bring you to the Template page. Choose PREP 2.0 Version 2 (at the bottom), and click OK
· You should land on the root of the Class site, http://localhost/PREP/Class. It has been provisioned as a PREP site, so you should see the following features:
1) PREP Documents

2) PREP Review Tasks

3) PREP Matrix Web part.

Here is a screen shot:
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Adding Users
Users on a SharePoint site must be members of the Domain to which the SharePoint server machine belongs. Users from one domain only can access a SharePoint site.

If you have been configuring your SharePoint PREP sites using the account you used to set up SharePoint Services on the server machine, you will notice that you have administrator access to each and every SharePoint site on the machine without having to be a member of the site. This is because SharePoint grants “super user” status to the account that set up the server.

Everyone else, however, must be explicitly entered into a site, as follows:

· Open a browser and navigate to the root of your Class site: http://localhost/PREP/Class
· On the blue nav bar at the top, click Site Settings
· Under Administration, click on Manage Users
· In the light blue nav bar, click Add Users
· Enter a group of users in the form DOMAIN\loginName, separating each with a semicolon.
· Check the Contributor box

· Click Next->
· Depending on how your domain is set up, you may see different things here. If SharePoint has a problem locating the username you specified in the domain, it will let you know at this stage. It will not allow you to add a user it cannot locate in the domain. If this is the very first SharePoint site a user has been added to, the display name may be blank or equal to the login name. You can type in the actual name here, and SharePoint will use that as the display name for this person henceforth. If for some reason you ever want to correct this, the only way to do it is to go into the UserInfo table in the database using Sql Enterprise Manager or Query Analyzer.

· You may optionally have SharePoint send an email to these users to let them know they have been added to this site.

· Click Finish when you are ready.

· Return to the root of the SharePoint site by clicking the Home link in the blue nav bar.

· You should see the new users you have created in the Members box at the upper right-hand side of the page.

PREP Administration
Administration Page
There is an Administration Document Library which is built into a SharePoint PREP site. It houses custom web pages that perform administrative tasks. To access it:

· Open a browser and navigate to the root of your Class site: http://localhost/PREP/Class
· On the blue nav bar at the top, click Documents and Lists
· Under Document Libraries, click on Administration
Before going any further, we need to lock down access to this library so that it is only available to Administrators.

· At the bottom of the left nav bar, click on Modify Settings and Columns
· Under General Settings, click on Change Permissions for this Document Library
· Check the Select All box

· In the light blue nav bar, click Remove Selected Users
· Administrators will still have access to the Administration Document Library.
PREP Assignments
For instructions on how to set up and administer PREP Assignments, please see the PowerPoint document SharePoint PREP Administration.ppt, which should be located in the Documents folder at D:\MIT iCampus\PREP\PREP.2.0\Documents.
Instructors Group

When a PREP Assignment is complete, the PREP Document handler generates an email and sends it to all of the members of a special SharePoint site group called Instructors. Here is how to set up this group:
· Open a browser and navigate to the root of your Class site: http://localhost/PREP/Class
· On the blue nav bar at the top, click Site Settings
· Under Administration, click on Go to Site Administration
· Under Users and Permissions, click on Manage site groups
· In the light blue nav bar, click Add a Site Group
· Site Group Name: Instructors
· Site Group Description: Professors, Teachers, TAs (etc)

· Under Rights, it you should just put the minimum (you have to specify at least one), which is View Items. The users who will be placed into this group will also be a member of another group (e.g. Contributors) which will actually specify which rights they have.

· Click Create Site Group
To add a user to the Instructors Group:

· On the blue nav bar at the top, click Site Settings
· Under Administration, click on Manage Users
· Click on the name of the user you want to add to the Instructors group

· Check the Instructors box, and click OK
Email Alerts

Every list or document library in SharePoint (in other words, just about everything) has the ability to send out an email alert if the list has any activity. Each user can set their own alerts by clicking on the “Alert Me” link on a list. Alerts can be sent immediately or in a daily digest, and they can respond to any event (add, change or delete), or just certain events. If you are an instructor, you can add an alert to the PREP Document library to see if your students are using it.
For classroom management, we have found it quite useful to set up an alert for the entire class on the Announcements list. This serves as an easy way to email the entire class. There is free web part available which makes this quite easy to manage, at http://weblogs.asp.net/jan/archive/2004/03/27/97335.aspx. To use it, we create a basic web part page in the Administration document library (included as part of the PREP site template), and drag the web part onto it. For more information about how to create web part pages, see the Manual Process section below.
Creating a PREP Site: Manual Process

Ordinarily you should create your PREP sites using the site template, as explained in the previous section. We are including this section for documentation purposes, so you can see what actually went in to creating the template.

1) Create a Site using the Team Site template. Make sure you use Unique permissions (or at least, you have to change them to unique before using PREP because otherwise you cannot have custom Roles)
.

2) Create a document library called PREPDocuments using the "PREP Document Library" template. 

a. On the blue Nav bar, click Documents and Lists
b. Click Create in the light blue nav bar

c. Under Document Libraries, choose PREP Document Library
i. This library has 2 custom fields: PREP (yes/no) and PREP Document Type (single line of text). We don’t have to add them because they have been included in the PREPdocuments schema.
d. Name: must exactly match PREPDocuments. (no spaces)

e. Description: Documents associated with PREP review
f. Display on the Quick Launch Bar: Yes
g. Create a version each time you edit a file: Yes (do not change this or the Update portion of the Event Handler code will throw an exception)
h. Click Create
i. WE MUST NOW CHANGE THE DISPLAY NAME TO "PREP Documents" or it will not work.
 On the left Nav bar, click Modify Columns and Settings
j. Under General Settings, click Change General Settings
k. Change the display name to PREP Documents by adding a space.

l. Click OK
m. Now we must add a reference to the assembly for the document event handler. Under General Settings, click Change Advanced Settings.

n. In the Event Handler boxes, type the following information:

i. Assembly Name: PREPWorkflow, Version=2.0.0.0, Culture=neutral, PublicKeyToken=799fb6c86fb9170f
ii. Class Name: PREPWorkflow.PREPEventSink
o. Note: The Assembly name, version, and PublicKeyToken may be found by looking in the GAC, at C:\Windows\assembly

p. Click OK

3) Create a Task List called PREPReviewTasks, in a manner similar to the way the Document Library was created. The template is under Lists.

a. Name must exactly match PREPReviewTasks. 
i. There are four custom fields in the PREP Review Tasks list: Document Name, Document Author, Assignment Name, and AssignedTo Login (all “single lines of text”). These are included in the custom schema and so do not have to be entered here.
b. Description: Task List which contains PREP Project members tasks to review each other's documents.

c. Click Create
d. CHANGE THE DISPLAY NAME TO PREP Review Tasks (i.e. add spaces between the words) OR IT WILL NOT WORK. Follow the same procedure outlined for the document library.
4) There are two custom PREP fields in the Events List: Milestone, and Assignment Name. These are “single line of text” fields. Since we have changed the basic schema for this list, we will not have to add them here. 

5) Create a document Library for Site Administration
a. On the blue Nav bar, click Documents and Lists
b. Click Create in the light blue nav bar

c. Under Document Libraries, choose Document Library
d. Name: Administration
e. Description: Site Administration Web Pages
f. Display on Quick Launch Bar: No
g. Create a version each time you edit a file: No
h. Document Template: Web Part Page
i. Hit the Create Button

j. Modify so that only Admins can access. At the bottom of the left nav bar, click on Modify Settings and Columns
k. Under General Settings, click on Change Permissions for this Document Library
l. Check the Select All box

m. In the light blue nav bar, click Remove Selected Users
n. Administrators will still have access to the Administration Document Library.
6) Create a Web Part Page for Project Administration. This will house the PREP Administration web part.
a. On the blue Nav bar, click Documents and Lists
b. Under Document Libraries, click Administration. This is the library you just created.

c. In the Administration Document Library, click New Document
d. Name: PREPAdministration
e. Layout Template: Header, Left Column, Body
f. Click the Create button.

g. In the Add Web Parts section at right, Click on Team Web Site Gallery

h. Under Web Parts List, drag the Events Web Part to the Body section of the page
i. Under Add Web Parts, click on Virtual Server Gallery
j. Under Web Parts List, drag the PREPProjectAdmin20 Web Part to the Left Column

k. Drag the PREPMatrixWebPart20 Web Part to the Body, under the Events Web Part

l. Close the Add Web Parts box to finish.

7) Modify the Home page
a. Click on the Home link at upper left to return to the Home page.   

b. Click on Modify Shared Page->Add Web Parts->Browse
c. X the Site Image Web Part to remove it.

d. In the Add Web Parts section at right, Click on Team Web Site Gallery
e. Drag the Members Web Part to the Right section, above Links.

f. click on Virtual Server Gallery
g. Drag the PREPMatrixWebPart20 Web Part to the Left section, under the Events Web Part

h. Close the "Add Web Parts" box.

8) Add Users (as Contributors) to the Site (see Adding Users on p. 17)
9) Add Alerts for the Announcements page and the documents page to all users (optional)
Appendix I: Server Build Topics
Application Server Role (IIS)

This procedure adds IIS, the basic Microsoft Web Server, to Windows Server 2003.

· From the Start menu, click Mange your Server
· Under Adding Roles to Your Server, click Add or remove a role
· On the Preliminary Steps dialog, click Next >
· A message may appear: “At least one of the network connections on this server is currently disconnected…” Click Continue
· Configuration Options: Select Custom Config, then click Next>
· Under Server Role, click Application server (IIS, ASP.NET) and then click Next>.

· Click the boxes next to Front Page Extensions and Enable ASP.NET and then click Next >
· Review the Summary box, then click Next >
· Insert the Windows Server 2003 CD when prompted

· Wait while components are installed

· When it is finished, you will see a message that says This Server is Now an Application server
· Click Finish
· Close the Manage Your Server window

Changing Default Web Server File Locations
Optionally, you may change the default file location of the web site and the log files to the D Drive or some other location. 

· Open Windows Explorer

· Create a folder called Inetpub on the D Drive
· Create a sub-folder of Inetpub called wwwroot
· Create a folder called Logs on the D Drive
· Right-Click on Start -> My Computer
· Select Manage
· Expand Services and Applications
· Expand Internet Information Services
· Expand Web Sites
· Right-Click Default Web Site
· Select Properties
· Click on the Web Site tab

· Next to Active log format, at the bottom, click Properties
· In the Log file Directory box at the bottom, type D:\Logs

· Click OK
· Click the Home Directory tab at the top

· In the Local Path box, change the drive letter from C to D (D:\inetpub\wwwroot)

· Click OK
· Stop and restart IIS by selecting Start->Run and typing iisreset on the command line.

Mail Server Role

· Open the Manage Server window. Start -> Manage Your Server

· Under Adding Roles to Your Server, click Add or remove a role
· On the Preliminary Steps dialog, click Next >
· A message may appear: “At least one of the network connections on this server is currently disconnected…” Click Continue
· Configuration Options: Select Custom Config, then click Next>
· Under Server Role, click Mail server (POP3, SMTP). It should say “no” under “configured”. Click Next>.

· Authentication Method: select Local Windows Accounts
· Type in the domain for receiving mail in the mail boxes (this is for POP3; not needed for SharePoint. If you have a fully qualified domain name (e.g. machine.domain.edu) type it here; otherwise just enter the machine name).
· Click Next >
· Review the Summary box. It should say “Install POP3 and Simple Mail Transfer Protocol (SMTP) to enable POP3 mail clients to send and receive mail”. Click Next >
· Insert the Windows Server 2003 CD when prompted. If autoplay brings up a screen that says "Welcome to Microsoft(R) Windows(R) Server 2003", close it.

· Wait while components are installed

· When it is finished, you will see a message that says This Server is Now a Mail server
· Click Finish
· Close the Manage Your Server window

Setting Access Permissions (Important)

You need to restrict access to your SMTP mail server, particularly if your machine is exposed to the Internet. Otherwise, unscrupulous individuals can use your machine to send spam, etc.
· Start-> Right-Click on My Computer
· Select Manage
· Expand Services and Applications
· Expand Internet Information Services
· Expand Default SMTP Virtual Server
· Right-Click Default SMTP Virtual Server
· Select Properties
· Access tab

· Connection button
· Select which computers may access this virtual server: Make sure the “Only the List Below” option is selected. Click the Add… button
· Make sure “Single Computer” is selected, and key in IP address 127.0.0.1 to permit only the local machine to access the SMTP server.

· Click OK
· Click OK again

· Click the Relay button

· Make sure the “Only the List Below” option is selected. Click the Add… button
· Make sure “Single Computer” is selected, and key in IP address 127.0.0.1 to permit only the local machine to relay messages through the SMTP server.

· Uncheck the box that says “Allow all computers which successfully authenticate to relay, regardless of the list above”.

· Click OK
· Click OK again

· Click OK to close the Default SMTP Virtual Server Properties page.

Removing Front Page Extensions
Front Page Server Extensions are not needed for SharePoint, and in fact they must be removed before SharePoint can be installed on a web site. However, they must be configured before they can be removed.
· Start-> Right-Click on My Computer
· Select Manage to open the Computer Management Window.
· Expand Services and Applications
· Expand Internet Information Services
· Expand Web Sites 

· Right-click Default Web Site, select All Tasks->Configure Server Extensions 2002
· You may be prompted with a signon prompt. If so, sign on as a local Administrator.
· An instance of Internet Explorer will open. Leave the defaults, and click Submit
· Close the Internet Explorer.

· Return to the Computer Management Window

· Right-click Default Web Site, select All Tasks->Remove Server Extensions 2002
· If prompted, sign on as a local Administrator

· An instance of Internet Explorer will open. Click the uninstall button.
· Close the browser.[image: image2.png]









� If you look in the UserInfo table in SharePoint’s virtual server database (which should be named something like STS_yourservername_1), you will see an entry having your login in the tp_Login field, and the value of ‘1’ or True in the tp_SiteAdmin field. By changing this bit on other accounts, you can actually grant “super user” status to anyone.





� Here’s a tip: if you create a sub-site using inherited permissions, it will inherit all of the users of its parent. You can then change the permissions to unique, and the users will remain. This is a quick way to duplicate a site’s users.


� This has to do with the fact that SharePoint has different versions of a name for URL and display purposes, although this is not obvious to the user. Both are initialized to the value keyed in for Display Name, but subsequent edits affect the actual Display Name field only – not the URL, which forever remains what was typed initially. To cut down on URL lengths, which can hit a limit if you have too many sub-sites, we try to keep spaces out of internal names but add them back to display names. We do this by creating the name and then immediately editing it. This arrangement is what is expected by the PREP code, and if you deviate from it the code will break.
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