EDITORS’ NOTE:
TAKING A LOOK At SURVEILLANCE STUDIES

Scholarship on surveillance—the process of
watching, monitoring, recording, and pro-
cessing the behavior of people, objects, and
events in order to govern activity—has been
a mainstay in both classic and contemporary
sociology. From classic work by Karl Marx,
Max Weber, and Georg Simmel to more con-
temporary work by Erving Goffman, Anthony
Giddens, Michel Foucault, Gary Marx, and
James Rule, sociological studies of how indi-
viduals, groups, organizations, communities,
societies, and nation-states engage in surveil-
lance and the consequence of their engage-
ment have been central to addressing larger
questions about social order and social con-
trol. Cognate disciplines, especially history,
political science, criminology, and communi-
cations, have shaped how sociologists under-
stand surveillance; likewise, the sociology of
surveillance has influenced how scholars
working in other disciplines understand the
social organization of “watching” and “moni-
toring” as well as being “watched” and “mon-
itored” in a plethora of contexts throughout
history and cross culturally.

In the modern context, surveillance stud-
ies are closely related to the study (sociolog-
ical and otherwise) of social arrangements,
policies, and practices connected to gover-
nance and militarism, technologies of identi-
fication and information management, con-
sumer control and protection, human health
and welfare, and crime control. In each of
these domains, as well as others, surveillance
operates at both the micro and macro levels.
At the micro level, it is a venue through
which people are sorted, classified, and dif-
ferentially treated, while at the macro level,
social structures are formed, institutionalized,
and occasionally challenged and changed.
Clearly then, sociology’s horse is a major
contender in the surveillance race. As Mona-
han (2006) makes clear in a recent book on
surveillance in everyday life, “from bio tech-
nologies in airports and borders, to video
surveillance in schools, to radio frequency
tags in hospitals, to magnet strips on welfare
food cards, surveillance technologies inte-
grate into all aspects of modern life, but with
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varied effects for different populations”
(p. x).

Thus, we decided to use Contemporary
Sociology as a forum to direct attention to
surveillance as a sociological matter with sig-
nificant, timely, and pressing public policy
implications. As Haggerty and Ericson (20006),
luminaries in the study of surveillance stud-
ies, recently explained in 7he New Politics of
Surveillance and Visibility, “surveillance rais-
es some of the most prominent social and
political questions of our age” (p. 3). On the
national front, for example, the Domestic
Surveillance and the Patriot Act coupled with
the Bush administration’s prideful reliance on
warrantless wiretaps raises serious questions
about the proper role of government in a free
society. In the consumer protection (and
demise) realm, unbeknownst to most
Corvette drivers, a palm-size microcomputer
embedded in the Corvette air-bag system—a
black box technically called an “event data
recorder” (EDR)—is capable of collecting and
downloading data on the driver’s behavior,
including speeding, weaving, breaking, and
routing patterns. These data can—and indeed
have been—used against the driver in crimi-
nal proceedings, which in turn inspired Bar-
ry Steinhardt from the ACLU to comment,
“We have a surveillance monster growing in
our midst” (Roosevelt 2000) and Newsweek to
report, “Few Americans realize that their cars
can tattle on them” (p. 58). In line with this
Orwellian intrusion, the use of public video
surveillance and other visual technology by
public and private entities is heralded as a
reasonable way to discourage crime and,
when it does occur, to detect criminals. In-
creases in surveillance are promoted as a
way to enhance physical health, promote na-
tional security, ensure fair play in a variety of
institutional settings, and, quite literally, mon-
itor pets, children, sex offenders, and work-
ers alike and find them when they are miss-
ing. To quote Haggerty and Ericson (20006)
again, “surveillance is a feature of modernity”
(p. 4) that has “expanded and in the process
become more multifaceted and chaotic” (p.
21). It is a “tool used for some of the most so-
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cially laudable as well as condemnable ends”
(p. 22).

Therefore, from our point of view, sur-
veillance is a particularly compelling empiri-
cal window through which to examine a slew
of interesting topics, including what Goffman
called “people-processing,” the workings of
the state and systems of inequality, the social
organization of governance, cultural disposi-
tions, and the promise of criminal justice de-
livered as well as the threat of justice denied.
To interrogate surveillance as a set of
processes and structures that shape social life
and attendant public policy, we contacted
experts in the field of surveillance studies
and secured their assistance with identifying
books that, when combined, speak to an ar-
ray of issues raised by the study of surveil-
lance. Once compiled, we presented this list
of books to scholars from whom we solicited
review essays and asked them to review a
subset of books on this list and, in some cas-
es, books added to the list. Our featured sym-
posium in this issue, “Taking a Look at Sur-
veillance Studies,” which serves to review
sixteen books, is the result.

We are pleased to publish book review
essays by David Lyon, Elia Zureik, John Tor-
pey, and David Cunningham and a “meta re-
view” by Gary Marx. Combined, these essays
cover considerable territory, along the way
commenting on the place of sociology in the
study of surveillance, the workings of a “sur-
veillance society,” the politics of surveillance,
the tension between national security and

Contemporary Sociology 36, 2

democracy, the role of surveillance technolo-
gy in mapping out consumer behavior, emer-
gent ways of profiling specific subpopula-
tions, the distinction between “thick” and
“thin” forms of surveillance as well as “visi-
ble” and “invisible” forms of surveillance,”
the globalization of surveillance, “function
creep” as an operational dynamic of surveil-
lance, the panoptic effect on social behavior,
the use of surveillance to suppress political
dissent and counter surveillance to engage
“contentious politics,” and directions for fu-
ture advances in the field of surveillance
studies. We thank each of the authors for
agreeing to write a review essay for the fea-
tured symposium, delivering it on time, and
contributing to our effort to inspire more so-
ciological dialogue on this important issue.

Valerie Jenness

David A. Smith

Judith Stepan-Norris
University of California, Irvine
csoc@uci.edu
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A SYMPOSIUM ON
SURVEILLANCE STUDIES

Sociological Perspectives and Surveillance Studies:
“Slow Journalism” and the Critique of Social Sorting

Davip LyoN
Queen’s University, Kingston, Canada

Surveillance Studies is on the academic agen-
da (Monaghan 2006) and it has found its
home, above all, in sociology. This is not be-
cause sociology simply gives a shelter to all
and sundry but because the concern with
how some watch over, supervise, monitor,
record, and process the behavior of others
has always been a sociological one. It ap-
peared in the work of Karl Marx, Max Weber,
and Georg Simmel and continued with fig-
ures as diverse as Erving Goffman and Zyg-
munt Bauman. Michel Foucault, whose work
on surveillance and discipline has probably
stimulated more debate than anyone, has not
only straddled disciplines, but also has been
discussed extensively in sociologiesof sur-
veillance.

In the past thirty years, several sociologists
have made key contributions to Surveillance
Studies, including James Rule (1974) on gov-
ernment and business surveillance of citizens
and consumers, Gary Marx (1988) on police
surveillance and new technologies, and Clive
Norris and Gary Armstrong (1999) on the rise
of closed-circuit television (CCTV). At the
same time, important contributions have
been made by those in cognate disciplines
such as Shoshana Zuboff (1988) in organiza-
tion studies, examining surveillance in the
“informated” workplace or Oscar Gandy
(1993) in communications, exploring data-
base surveillance of consumers. Today Sur-
veillance Studies thrives on the work of
scholars from many disciplines, but the soci-
ological perspectives are always crucial (Ly-
on, forthcoming).

Surveillance Studies is expanding as a dis-
ciplinary area, and sociological perspectives
form a significant part of its theoretical and
methodological toolbox, but it is also the
case that studies of surveillance have much
to offer sociology. This is a two-way street
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that, in my view, ought to be kept open to
traffic in both directions. This argument has
several dimensions: important perspectives
from other disciplines, but fed through Sur-
veillance Studies, are needed in sociology
(and I have in mind studies of “space” and
perhaps “vision” in particular, which Staples
discusses). Sociological analysis in classic ar-
eas such as social class or social control may
benefit—and may need some recalibration—
from surveillance research. This is a strong
implication of the Lace book, among others.
Surveillance Studies tends to have a close re-
lation to social practices and policies of gov-
ernance, study of which could also galvanize
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sociology. One important aspect of this is the
relation between sociological and journalistic
accounts, and as I suggest in relation to Par-
enti’s and O’Harrow’s work, there are lessons
from good journalism that sociology could
learn with profit, especially in areas of urgent
social-political concern.

Each of these books is quite different in
character, but the one that started life as a
PhD thesis—Goold’s—is the most doggedly
empirical. Goold starts by examining what it
might mean for UK streets to be “under sur-
veillance,” but quickly sets things out theo-
retically by asking how far David Garland’s
(2001 and Anthony Giddens’s (1985) work
might contextualize a theme like this. Using
Garland, one might view CCTV as part of a
shift from state to local responsibility for
crime, producing increasingly risk-based
policing and an emphasis on local gover-
nance. From Giddens’s point of view, for
whom totalitarianism is an “extreme focusing
of surveillance,” one might worry about the
cumulative effects of rapid CCTV expansion.
Civil libertarians—Ilike the promoters of
CCTV might have said—often exaggerate
what CCTV can do. True, even thecsimplest
can collect a mass of information. But. this
does not on its own contribute to'whatmariy
have seen as a long-term shift towards a
more authoritarian, disciplinary UK.

Goold’s book deals with impact of CCTV
on policing, and from his research he be-
lieves that the all-too-prevalent dramatic
dystopianism should be downplayed. CCTV
as he sees it is “little more than an adjunct to
more traditional modes of policing” (p. 213).
The mistakes of “political rhetoric and acad-
emic speculation” (as he calls them) that
Goold labels “techno-policing” come largely
from a species of technological determinism
that infects research and is then amplified by
civil libertarians. Goold found little change in
the organization and working culture of the
police and argues that until these alter, CCTV
will not play a major role.

Such conclusions are helpful although
they have to be placed alongside others, par-
ticularly those that have attempted to gener-
alize across a number of regions and coun-
tries. Ericson and Haggerty, for instance, in-
vestigating police use of CCTV (in the con-
text of other technologies) in Toronto, sug-
gest that police organization and working
culture are actually changing, especially as
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risk communication becomes a central goal
of police work (Ericson and Haggerty 1997).
And Norris and Armstrong’s work (in the
UK), to which Goold also alludes, is similar-
ly empirical in thrust, but also raises more
critical questions about the long-term impact
of CCTV, in the UK context.

Susanne Lace’s book is an edited collec-
tion of papers around the theme of consumer
surveillance. For her, the “surveillance soci-
ety” is most clearly visible in the “personal in-
formation economy” (and is analyzed socio-
logically by Perri in the first chapter, to good
effect) that has spurred economic growth in
a number of countries since the relative de-
cline of heavy industries by processing data
on purchases and preferences. Efficiency,
even the saving of lives in the health sector,
may be improved using personal data effec-
tively, but Lace’s concern is with the poten-
tial for the misuse and abuse of data as well
as its appropriate uses. Because the analysis
provided by this book is geared towards the
policy field—in both private and public
agencies—Lace shows how the discourses of
privacy and data protection that have pre-
doouinated as guides to analysis will no
lenger “suffice. She stresses that the social
risks-of “personal information use have be-
come central.

This book deals with the sorting capacities
of database marketing that have important
implications for sociological analysis. Increas-
ingly, demographic details of the neighbor-
hoods where we live, information gleaned
from the “clickstreams” of internet surfers
and profiles built, for instance, from super-
market loyalty card use and related data are
used to place consumers into categories from
which lifestyles will be inferred and judg-
ments will be made. That such judgments are
consequential for life chances is an important
observation made by several authors in this
volume, including those for whom policy
“solutions” are the main thrust. In a chapter
on data use in credit and insurance, for in-
stance, Harriet Hall comments on the “unfair
outcomes” of these practices that lead to tar-
geting of consumers and discrimination
against and exclusion of certain persons from
insurance protection.

Staples’s book also examines matters of
social sorting, although his is a more general
approach to what he calls “vigilance and vis-
ibility in postmodern life.” Like Goold and
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Lace, Staples refuses to examine surveillance
as a “highly coordinated, state-driven Big
Brother monopoly over the practice of
watching people,” choosing rather to focus
on “the microtechniques of surveillance and
social control that target and treat the body as
an object to be watched, assessed, and ma-
nipulated” (p. ix). His overarching argument
is that modern conditions are being overlaid
by postmodern conditions, a situation of
which this new surveillance is both a symp-
tom and a source.

In this concise book, which would serve
well as a surveillance primer, particularly for
a U.S. audience, Staples focuses on what he
calls “meticulous rituals of power” (p. 1D).
These feature technology-based, body-orient-
ed, local and everyday forms of surveillance
that are nevertheless very wide-ranging. Not
merely “deviants,” “suspects,” or other famil-
iar targets, but everyone is touched by this
new surveillance. Staples makes his contrasts
clear between the modern and the postmod-
ern, by starting with modern conditions, ex-
emplified by Foucaldian discipline. But he
does not argue simplistically that the one is
supplanting the other; rather, new:iegimes
are emerging that challenge, work alongside,
and sometimes replace the modern.’ He
spends a chapter examining “the gaze and its
compulsions” that move from actual vision to
many other technologically mediated means
of “knowing about” persons including
dataveillance, audio systems, and even psy-
chographics. More time could be spent ex-
ploring the significance of the privileged
“eye” in surveillance studies, but Staples
moves on to the centrality of the body to the
new surveillance, and to specific questions of
how the digital world of internet technolo-
gies offers many fresh opportunities for sur-
veillance.

Staples rightly advises that as a general
rule in sociology we should “forget Big
Brother” (p. 153), that this image of an “ex-
ternal” surveillance power is no longer ap-
propriate. Surveillance power is bi-direction-
al, and is more-often-than-not triggered by
us. We are involved in, and may actively sup-
port contemporary surveillance practices and
processes. Anticipating that many readers
will find this conclusion unsettling, especial-
ly as many of the practices he outlines may
be read as socially negative, Staples con-
cludes that just as all are involved in the prac-
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tices, involvement should be knowledgeable,
critical, and sometimes resistant. Written be-
fore 9/11, it may well be that Staples would
revise some of his judgments about the pow-
er of state surveillance within today’s “war on
terror.”

The metaphors and images of surveil-
lance—such as “Big Brother”—make all the
difference between paranoid conspiracy the-
orists and more nuanced sociological analy-
sis. Although Christian Parenti never discuss-
es his choice of title, The Soft Cage, it is fair-
ly evident that this is a play on Weber’s “iron
cage” of modern rationalization. Relentless
bureaucratic logic is replaced by the logic of
software and of what Gilles Deleuze calls
“audio-visual protocols.” The “soft cage” is
the “surveillance society” (p. 200). It is con-
structed, rather like Weber’s iron cage, of ac-
cumulated myriad small instances of prac-
tices and not of some malign intention to en-
trap or immobilize. Although he does not
comment on this except by implication, the
soft cage is often a story of unintended con-
sequences. Paradoxically, while Parenti’s is a
popular treatment, he frequently falls back
oresociological sources and authorities, sug-
gesting that the quest for explanation is most
lilkkely'to be- satisfied here.

He ranges the vast historical sweep from
eighteenth century slave passes to the current
“war on terror” and finds some strong and
significant lines of continuity between the
two. The black minority in the antebellum
old south were the ones most likely to find
themselves identified and even tagged in
ways that made quite clear the “non-person”
status of Africans. But in 2002 it was again
immigrant groups—illegal immigrants—who
found themselves under arrest, detained, and
even shipped off to “holding facilities.”
Arabs, Iranians, South Asians, and Pakistanis
and indeed anyone of “Middle Eastern ap-
pearance” could expect to be targeted as “ter-
ror suspects,” once again based on identifica-
tion data. The role of categorization for risk
management purposes within “national secu-
rity” regimes is entirely dependent upon sur-
veillance.

Although this book is popular (if not
racy), the categories in which Parenti works
with are sociological ones. If Staples re-
sponds to the jibe that sociology is “slow
journalism,” Parenti slips unapologetically in-
to the journalist’s style. The advantage of this
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is that he can make wide-ranging historical
and analytic connections. These focus espe-
cially on the ways that minority groups are
most frequently targeted by surveillance sys-
tems—while the disadvantage is that the
work sometimes strays close to sensational-
ism. It also reads like a tale of new technolo-
gies of surveillance—the “highway as panop-
ticon,” the “digital leash,” and “camera land”
hint at a dominant role for technique. It is dif-
ficult to write really popular sociology with-
out succumbing to the temptations of jour-
nalistic polarization, but Parenti makes a se-
rious effort to do so.

There is no mistaking Robert O’Harrow’s
purpose in writing No Place to Hide. 1t is crit-
ical investigative journalism in the best possi-
ble tradition and is accompanied by a docu-
mentary film—the last to feature the late
Canadian ABC anchor Peter Jennings—with
the same title. Would that sociologists could
learn both from the combined carefulness
and critique of O'Harrow and from his
achievement in further exposing the issues in
a visual, made-for-TV format. The theme of
the book is not surveillance-in-general, but
the massive and systematic harnessirg of al-
ready existing surveillance capacities/in the
post-9/11 war on terror.

It is a gripping story and one that is assid-
uously documented at every turn. O’'Harrow
starts with the crucial six weeks following
9/11 and shows how companies dealing in
personal data—for whom gathering and
merging information is their bread-and-but-
ter—were first to capitalize on the American
tragedy in New York and Washington; how
identification technologies were sought as an
early measure; why the integration of data-
bases in “Total Information Awareness” and
then in “Matrix” was seen as a central goal;
how database marketing corporations such
as Choicepoint are vital allies of Homeland
Security; why biometrics has been pushed as
a “solution” and why Homeland Security also
felt it had to rely on ordinary citizens to be
the government’s “eyes and ears” as well.
The most important contribution made by
this book is to show the extensive collusion
between corporate and law-enforcement ac-
tors in the war on terror. The profits are huge
and the solutions are often woefully inade-
quate, even on simply technical grounds.

O’Harrow leaves readers to draw their
own conclusions. His chapter about “good
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guys, bad guys” reminds us of the simplistic
divisions of the post-9/11 world that assumes
we can tell which is which and that clamping
down on those assumed to be in the latter
group is justified in the current “state of ex-
ception.” But this chapter also looks at evi-
dence for the dubious practices of some po-
lice and intelligence officers who have re-
sponsibility for handling sensitive personal
data and, at the cases of clearly mistaken
identity, people who have been erroneously
included in anti-terror sweeps and who have
a hard time demonstrating their innocence
(so much for its presumption in these days of
“extraordinary measures”). His afterword is
far from sanguine about the prospects for a
world in which the consequences of the “da-
ta revolution” for surveillance—of ordinary
people, you and me—have not yet been
grasped.

But does O’Harrow’s work fall foul of
Goold’s strictures about technological deter-
minism, rhetoric, and speculation? No, I don’t
think so, because O’Harrow is really building
resources for a political economy of surveil-
lance (see ACLU 2004) rather than simply
“reading) off” surveillance capacities from
tecanical specifications. Indeed, one might
argue that 'Goold would do well to include
such a political economy in his study of
CCTV in the UK. Not only do CCTV compa-
nies pressure politicians and police depart-
ments to procure their equipment, but the
police often use commercial criteria, espe-
cially from insurance companies, to make
their assessments and guide their priorities.

Such associations between public and pri-
vate agencies, noted extensively in the field
of criminology as elsewhere, is writ large in
sociologies of surveillance. One of the inter-
esting features of this is the commonalities
between technical systems devised for one
purpose, but are then used for others. Mili-
tary software migrates to the marketing
realm, for instance, only to be recycled for
law enforcement purposes. This is one of the
key issues for sociological analysis in an “age
of information,” that “technology,” usually in
the shape of software, has to be integrated
into social analysis. The concerns of Lace and
Staples regarding everyday consumer surveil-
lance, for example, are merged in O’Har-
row’s study. The latter shows clearly (and in
ways that invite further sociological investi-
gation) how consequential the proliferation
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of personal data and the personal informa-
tion economy are for life-chances in a time
like the “war on terror.”

Even from the few titles reviewed here, it
is clear that surveillance studies is starting to
make contributions to sociology as well as
vice-versa. A variety of titles has been sur-
veyed here and each is different in style,
depth, and focus. But what they have in com-
mon is a commitment to understanding—crit-
ically—the emerging surveillance society.
While Staples paints with a broad “postmod-
ern” brush and Goold digs in the specific ter-
rain of police work and CCTV, each con-
fronts not only analytic but ethical and polit-
ical issues of some considerable import. So-
ciology has for a long time been aware of the
significance of “sorting” mechanisms for as-
signing status and differentiating between
groups for varying treatment. Today, howev-
er, this is achieved in computer-assisted ways
and it is vital that the human and critical edge
be yoked with careful analysis to ensure that
sociology remains faithful to its calling in a
surveillance-saturated setting.
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Surveillance Studies: From Metaphors to Regulation to Subjectivity

ELIA ZUREIK
Queen’s University
zureike@post.queensu.ca

Due to its pervasive nature, contemporary
surveillance and privacy issues have attracted
the attention of scholars from various disci-
plines within law, the humanities, social sci-
ences, and computer science. The collection
of books under review incorporates key writ-
ers on surveillance from both sides of the At-
lantic.

Five main themes can be discerned in
these books. First, there is the issue of how
to conceptualize surveillance. At the centre of
the debate is Michel Foucault’s disciplinary
model, exemplified in the panopticon
metaphor that was popularized in Discipline
and Punish (1979), and owes its origins to
the 18th century political economist Jeremy
Bentham. In T7he Digital Person, Solove
adopts an alternate bureaucratic metaphor
that draws its inspiration from Franz Kafka’s
The Trial (1937) and resonates with Max We-
ber’s writings on bureaucracy. A central fea-
ture of this metaphor is the “dehumanizing
effects” of databases and “thoughtless” bu-
reaucracy and its “indifference” to people’s
lives as they lose control over their personal
information. In a phrase borrowed from
Gestalt psychology that “we are more than
the bits of data we give off as we go about
our lives” (pp. 45-46), Solove points out that
computerized data, even if accurate, is not
nuanced enough to convey the true texture
of the individual persona. According to
Solove, “there is no diabolical motive or se-
cret plan for domination” (p. 41), even
though as he admits errors in data mining
and profiling may end up ruining people’s
lives by denying them jobs or putting them
on a watch list. The solution to the bureau-
cracy conundrum is not to rely on the market
but to devise an “architecture” that is based
on regulation of digital dossiers.

This view, which almost sees the outcome
of surveillance in terms of bureaucratic indif-
ference and neglect, is only part of the story.
It is hard to reconcile bureaucratic bungling
as an explanation for the federal government’s
domestic spying activities after 9/11, which
may be inefficient but nevertheless reflect a

Contemporary Sociology 36, 2

The Intensification of Surveillance: Crime,
Terrorism and Warfare in the Information
Age, edited by Kirstie Ball and Frank
Webster. London, UK: Pluto Press, 2003.
176 pp. $25.00 paper. ISBN: 0745319947.

The Governance of Privacy: Policy
Instruments in Global Perspective, by
Colin J. Bennett and Charles D. Raab.
Cambridge, MA: MIT Press, 2006. 354 pp.
$30.00 paper. ISBN: 0262524538,

Profiling Machines: Mapping the Personal
Information Economy, by Greg Elmer.
Cambridge, MA: MIT Press, 2004. 179 pp.
$25.00 cloth. ISBN: 0262050730.

The New Politics of Surveillance and
Visibility, edited by Kevin D. Haggerty
and Richard V. Ericson. Toronto, ON:
University of Toronto Press, 2005. 386 pp.
$40.00 paper. ISBN: 0802048781.

The Digital Person: Technology and
Privacy in the Information Age, by Daniel
J. Solove. New York, NY: New York
University Press, 2004. 283 pp. $29.95
cloth. ISBN: 0814798462.

well-coordinated, centralized surveillance
program.

Complementing the panopticon model
and for some writers paralleling it in impor-
tance, is the synopticon model, whereby the
few watch the many with the media playing
a key role in fostering what Tim Mathiesen
(1997) calls the “viewer society.” Aaron
Doyle points out in The New Politics of Sur-
veillance and Visibility that broadcasting
crime episodes on television using surveil-
lance footage has given rise to a culture of
control and to making surveillance “a highly
visible, shared public cultural phenomenon”
(p. 221). Writing in this volume, sociologist
David Lyon, a key writer on surveillance,
refers to another approach which he calls the
“post-panopticon,” a label he attributes to

’
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Boyne (2000). The basic idea here, in line
with the writings of Deleuze and Guattari
(1987), is that the post-panopticon signals a
shift from the Foucauldian society of disci-
pline to a society of control where produc-
tion of social life is governed by global rela-
tions in which surveillance practices perme-
ate geographic mobility, economic produc-
tion, and consumption. For Lyon, the panop-
ticon and the synopticon are complementary
analytical concepts. The latter is a direct
product of the media—television in particu-
lar. The study of surveillance, he argues,
should be extended to include the impact of
the media, in which surveillance has become
part of “everyday” life. A final approach, sug-
gested by historian Mark Poster (1990) long
before surveillance studies flourished, de-
scribes the surveillance effect of databases as
a form of “superpanopticon” in which identi-
ties are constituted.

In his contribution to Surveillance and
Visibility, William Bogard is careful to note
that the society of discipline is not being to-
tally replaced by the society of control with
its decentralized databases and data mining.
There is a transition from material to-{mmiate:
rial forms of control: “control today is more
about scanning data for deviation'from-sinic-
lation models than patrolling territories” (p.
60). By drawing upon the work of Deleuze
and Guattari (1987), he makes the point that
the society of discipline is Pavlovian in na-
ture and oriented towards manipulating plea-
sure and pain, whereas the society of control
operates through and against desire.

A second theme focuses on the relation-
ship between the need to maintain national
security and safeguard against the encroach-
ment of state surveillance practices upon civ-
il liberties. In a post-9/11 world we are in-
creasingly witnessing the expansion of do-
mestic surveillance using data mining tech-
niques to profile racial and ethnic groups in
search of terrorists. Following a political
economy approach, Reg Whitaker, in his
contribution to the edited volume by Hag-
gerty and Ericson, sees a convergence of in-
terests between state surveillance and the rise
of the “industrial-security complex.” Both
sectors enhance each other’s interests. Argu-
ing in a similar vein, Jean-Paul Brodeur and
Stéphane Leman-Langlois point out in the
same volume that in both Canada and the
U.S., ambivalence to law and the rise of “high

policing” accompanied with fear and panic
campaigns has led to blurring the line be-
tween citizen dissent and terrorist activities.

It is clear now that networking technology
has enabled the decentralization of informa-
tion and surveillance activities. By turning his
attention to the transformation of the military,
Dandeker (1990), one of the early writers on
surveillance, describes in his contribution to
Surveillance and Visibility the tension result-
ing from the inherent process of “dialectical
control” in an organization that is built on a
hierarchical chain of command. Military sur-
veillance, traditionally reserved for tracking
down external threats, is now being utilized
domestically as in the case of the Department
of Homeland Security, thus creating an addi-
tional tension between national security and
democracy. Informational war with its heavy
reliance on technology, according to Hagger-
ty’s contribution, may have its drawbacks in
terms of information overload and the fact
that the military outside the coterie of a hand-
ful of advanced industrial countries still
labors under old warfare technologies. The
mismatch between the speed with which in-
formation is transmitted and the nuances of
events ‘'on the ground can hamper decision
making.” Iaggerty, like other writers in his
volume, has also warned against conver-
gence between military and domestic surveil-
lance in a post-9/11 world.

Writing in his and Kirstie Ball’s edited vol-
ume, Frank Webster adopts a different stance
on the relationship between the media, in-
formation warfare, and surveillance. It would
be a mistake to construe a clear alliance be-
tween media and the state, he asserts. While
not denying that the media does perform sur-
veillance on behalf of the state, it is equally
plausible that the media could expose global
violations of human rights in the conduct of
warfare. In two overlapping papers in the
edited volumes under review, David S. Wall
calls for new conceptual tools to deal with
cybercrime, which to a large extent is han-
dled through corporate “private justice solu-
tions” rather than the traditional public justice
model. The tendency of corporations not to
divulge the extent of cybercrime, compound-
ed with the lack of officially recorded cyber-
crime statistics, makes the task of analyzing
cybercrime difficult.

Related to the previous theme is a third
one involving the use of surveillance tech-
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nology in mapping out consumer behavior,
an area where invisible surveillance is
strongest. Joseph Turow, in the Haggerty-Er-
icson volume, warns that direct marketing
through customized media and loyalty cards
will lead to market segmentation with perni-
cious effects, such as increasing the surveil-
lance of consumers and furthering social
stratification. Serra Tinic pursues the theme
of consumer behavior and interactive televi-
sion where marketers are able to profile the
watching and buying habits of consumers.
The upshot of this process is that the “televi-
sual public space” in which “we become an
aggregate of individuals instead of public cit-
izens” (p. 322) is greatly eroding.

Greg Elmer’s slim book on surveillance
and consumption focuses on the need to shift
the focus of surveillance from optics to
spaces. This way it would be possible to
complement Foucault’s panopticon metaphor
by introducing Gilles Deleuze’s (1995) “rhi-
zomatic diagram,” which highlights the
spread of what Haggerty and Ericson (1999)
call “data assemblages” of personal informa-
tion. Elmer calls upon researchers on con-
sumption and surveillance to pay more at-
tention to “diagramatic power”, in; which
“consumers are not exclusively disciplined:
they are both rewarded [sic] with a preset fa-
miliar world of images and commodities and
punished if they attempt to opt out” (p. 49).

In a paper that appears with slight varia-
tion in the two edited volumes, Oscar Gandy
turns his attention to data mining as a
method to surveil and profile people. The
central claim of data mining is that special
statistical techniques and computer software
are able to detect underlying behavioral and
demographic patterns in disparate data
sources about citizens and consumers to en-
able marketers and other decision-makers to
predict future behavior of their subjects.
Gandy is correct to note a point made by oth-
ers in these books, namely that the power of
data mining lies in its ability to use “indexical
details” to differentiate and benefit certain in-
dividuals over others. It is not clear how ac-
curate the prediction is, particularly when ap-
plied in the security arena. The only viable
means to countering these surveillance
trends, according to Gandy, is to mobilize
public opinion against the use of data min-
ing.
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A fourth theme relates to the debate sur-
rounding individual versus collective dimen-
sion of privacy protection. Mindful of the lib-
eral-democratic origins of privacy discourse
with its emphasis on individual rights, Colin
Bennett and Charles Raab make a major con-
tribution in The Governance of Privacy (orig-
inally published in 2003) to examine the ad-
equacy of existing privacy paradigms. They
argue that privacy should be conceived of as
a collective value whose enhancement is es-
sential for maintaining democracy. The gov-
ernance of privacy is subsequently tackled by
Charles Raab in his contribution to Intensify-
ing Surveillance. Writing from the perspec-
tive of policy analysis and using Britain as a
case study, Raab examines the extent to
which a myriad of governmental organiza-
tions at the national, local, and international
levels that have access to personal data can
best operate in an “information-age govern-
ment” and be able to serve the public. Trans-
parency, accountability, and trust are key el-
ements in any governance policy that pro-
fesses to serve the public. But above all, he
counsels, it is more effective in a “joined-up
government” to adopt privacy protection
procedures that are coordinated, yet sensitive
{6 the demands of each organization.

Finally, from a methodological perspec-
tive, the study of surveillance, which is heavy
on theorizing and light on empirical research,
could benefit if researchers pay more atten-
tion to the types of personal data and their
relationship to surveillance, and if in the con-
text, more attention is paid to subjectivity.
With regard to the former, Gary Marx,
through his panache for exploring the minu-
tiae of human experience, demonstrates in
his contribution to the volume by Haggerty
and Ericson that surveillance is also a matter
of degree depending on the type and loca-
tion of personal information along concentric
circles. The closer one gets to the inner cir-
cle, the more sensitive and intimate the in-
formation becomes. Gary Marx’s concentric
circles divide personal information into five
zones from the most public form of individ-
ual and private information, to the most sen-
sitive, unique, and core information. Alto-
gether he identifies no less than 50 types of
descriptive information which cluster around
10 main subsets covering information needed
for profiling such as demographics, location-
al information, and temporal information; in-
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formation related to networks and social re-
lationships; mobility and behavioral informa-
tion which extends to various technologies
such as computers, phones, geo-positioning
systems, and eavesdropping; economic be-
havior through monitoring consumption pat-
terns, and bank transactions; work monitor-
ing, and employment history; and beliefs and
attitudes of individuals, through access to
psychographic data, placement tests, medical
records, credit ratings, etc. The more person-
al and intimate the information is the more
likely that individuals will adopt negative at-
titudes towards surveillance.

In one of the most creative studies of sub-
jectivity and everyday surveillance involving
welfare mothers in Appalachia, John Gilliom
demonstrates, in the tradition of James C.
Scott’s (1985) work on resistance by the
weak, how poor women develop resistance
techniques to cope with state monitoring. In
his paper to the book, he shows how inade-
quate the abstract individual rights approach
to understanding privacy and surveillance
can be. His call for surveillance researchers
to examine the subjectivities of people is yet
to be heeded:

Until we are able to generate ‘sufficient
research to make plausible sense of how
differently  situated people—welfare
mothers, prisoners, students, middle class
professionals—speak of and respond to
their various surveillance settings, I
would argue that we are fundamentally
unable to define the powers of surveil-
lance or, indeed, to devise a thoughtful
account of what surveillance is. (P. 126)

The array of perspectives adopted in these
writings pushes further the boundaries of
surveillance studies and demonstrates the

maturity of the field. There is one lacuna,
however. It is regrettable that in none of the
contributions under review does surveillance
in the workplace come under scrutiny. This
is peculiar, since worker monitoring, dating
back to Karl Marx and indeed Adam Smith
before him, and subsequent assembly line
monitoring in the 20th century, as demon-
strated ably by Harry Braverman (1974), ush-
ered in the modern form of electronic moni-
toring and debates over privacy in the work-
place.
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Through Thick and Thin: Surveillance after 9/11
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It is a striking fact that the English language
lacks any ordinary verb form for the activities
associated with the term “surveillance”; the
Oxford English Dictionary informs us that “to
surveil” is but a very recent derivative of the
noun. “Surveillance” is defined in English—in
a more or less direct translation from the
original French—as “supervision, oversight.”
Yet, as we all know, the term “surveillance”
immediately conjures up cloak-and-dagger
images of spying and surreptitious observa-
tion. The lack of a verb form corresponding
to the activities associated with the noun sug-
gests that in the Anglophone world the activ-
ities we associate with “surveillance” are rel-
atively underdeveloped, or disdained, or
both. This is indeed a likely explanation of
the grammatical conundrum. For example,
ID cards, which are a taken-for-granted part
of life in the continental European world and
elsewhere, are always hotly contested when-
ever they are proposed in the Anglo-Ameri-
can scene. But the realities of a “surveillance
society” are increasingly with us as well,
helping to explain why the verb is making
headway in our speech.

What is “surveillance” The term evokes
suspicion and opprobrium because it sug-
gests a violation of our autonomy, our free-
dom to move about and to do as we wish,
and this indeed it does—in the putative in-
terests of public order, commercial trans-
parency, and personal security. Students of
surveillance often make a distinction be-
tween visible and invisible forms—the possi-
bility that my keystrokes are being recorded
as I write this, for example, as opposed to the
readily identifiable security cameras that have
become increasingly ubiquitous features of
everyday life, at least in the richer parts of the
world.

One might, however, make a further dis-
tinction between “thin” and “thick” forms of
surveillance. Thin surveillance monitors our
movements, our business transactions, and
our interactions with government, but gener-
ally without constraining our mobility per se.
Thick surveillance, on the other hand, in-
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volves confinement to delineated and often
fortified spaces, in which observation is en-
hanced by a limitation of the range of mobil-
ity-of those observed. There tend to be sig-
nificant differences in the social groups su-
pervised by the two forms of surveillance. Al-
though today everyone is subjected to thin
surveillance to some degree, it dispropor-
tionately affects the non-poor, whose actions
and transactions must be facilitated as well as
regulated. Access to certain spaces may be
limited by thin means that require the where-
withal or the proper identity, to be sure, but
departure from those spaces is normally vol-
untary and at the pleasure of the person in
question.

In contrast, thick surveillance dispropor-
tionately affects the poor, because it is they
who are disproportionately institutionalized;
the element of free movement characteristic
of thin surveillance is sharply reduced, if not
eliminated altogether. Thick surveillance oc-
curs in prisons, military brigs, POW and
refugee camps, and similar environments.
Probation, parole, surveillance via electronic
tracking devices, children’s welfare agencies,
boarding schools and the like comprise thin
variants of thick surveillance. They do not
necessarily restrict movement, but they may
do so, and in any case they involve a more
evident narrowing of freedom than thin sur-
veillance does. While those subjected to thick
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surveillance are also subject to the thin vari-
ety, they are less likely to be exposed to thin
surveillance than the non-poor because their
means—and hence their actions and transac-
tions—tend to be more limited. In short, su-
pervision and confinement by the state tend
to be much more immediate realities for
these groups than they are for the non-poor,
whose actions and transactions tend more
routinely to be outside the purview of the
state—but under that of commercial surveil-
lance schemes.

Finally, rule violations detected by thin
surveillance can result in a person’s being
subjected to thick surveillance, while subjec-
tion to the latter is very likely to intensify in
later life the individual’s exposure to the for-
mer. There are, further, the secondary pun-
ishments visited on those who have under-
gone thick surveillance; these include dispro-
portionate difficulties in finding employment,
earning a decent income, establishing or
maintaining family life, and participation in
political life. The sequestration and disrup-
tion of the life course associated with thick
surveillance tend to exacerbate the difficul-
ties that those subjected to it find in-[re=nte-
gration” after release from the institut'ons un-
der which they were supervised. 'These difli-
culties, in turn, often lead to behaviors that
result in re-incarceration. The entire experi-
ence of thick surveillance is thus likely to
have profound consequences for the atti-
tudes toward the larger society of those sub-
jected to it.

Since the terrorist attacks of September 11,
2001, the problem of surveillance has as-
sumed a prominent role in scholarly and
public discussion. Yet the overwhelming fo-
cus of these discussions has been on thin sur-
veillance, whereas what Jeremy Travis has
called the “grand experiment in mass incar-
ceration” (in Pattillo et al. 2004: 249) has gen-
erally been seen as inhabiting a separate
frame. In his book on (thin) Surveillance af-
ter September 11, David Lyon makes the im-
portant point that the kinds of techniques we
have seen implemented or proposed during
that period are not novel, but rather are con-
tinuous from earlier developments. He might
have added that the forms of surveillance and
control with which we have become familiar
with in recent years are also continuous
across space, having been extended from the
domestic to the foreign realm—in part be-

cause of continuities in the personnel in-
volved. It has been noted, for example, that
one possible reason for the abuses of prison-
ers in Iraq derives from the fact that the per-
sonnel guarding them were prison guards at
home in the United States, where these abu-
sive practices are thought to be relatively
common.

The context in which contemporary sur-
veillance practices have arisen, therefore, is
not simply that of “9/11.” Instead, it is com-
prised both of steady efforts to improve and
enhance thin surveillance—including over
outsiders wishing to penetrate American ter-
ritory—and of a dramatic intensification in
recent years of thick surveillance as a means
of controlling the domestic population. In
this context, the efforts to identify at a dis-
tance those wishing to come to the territory
of the United States, and the incarceration of
both domestic social cast-offs and potential
non-state attackers from outside, are part of a
far-flung policing-cum-war machinery that is
intended to protect the inhabitants of a coun-
try that experiences itself as threatened by
those not enthusiastic about, or a part of, a
middlesclass, consumption-oriented popu-
aee

Against' this background, the contributors
to Imprisoning America: The Social Effects of
Mass Incarceration perform the signal task of
calling attention to the social meaning of the
expansion of thick surveillance in recent
years. It is widely understood that the penal
consequences of the “war on drugs” have
been to institutionalize much larger numbers
of offenders—mostly poor and dispropor-
tionately minority—than had been the case
prior to the 1980s. Less well-known is the
huge amount of collateral damage this may
be doing to our society. The contributors
show that the impact of incarceration is hard-
ly limited to the criminal offender, but
spreads out into his or her family and com-
munity, and indeed to the nation as a whole.
The latter point is made poignantly by Uggen
and Manza in their analysis of felon disen-
franchisement. Illuminating an under-appre-
ciated aspect of “American exceptionalism”—
namely, its extensive disenfranchisement of
criminals—they show that laws barring felons
and ex-convicts from voting has probably
changed the outcome of a number of presi-
dential and other national-level elections in
recent years. More generally, they demon-
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strate that, because of the sociological char-
acteristics of the incarcerated population,
felon disenfranchisement laws “dilute the po-
litical power of African Americans, males,
and poor and working-class U. S. citizens and,
by extension, the communities to which they
return” (in Pattillo et al. 2004: 194). The vol-
ume draws our attention to the dramatic con-
sequences of the shift previously identified
by David Garland (2001) as one from “penal
welfarism,” with its normative expectation of
rehabilitation, to various forms of “punitive
segregation” from social life.

For those subjected to thick surveillance,
with its attendant undermining of ties to so-
ciety, their exclusion makes re-integration
difficult and may well lead to embitterment
as well. This is true not only in domestic set-
tings, where recidivism is the more likely out-
come than successful re-entry. As one Arab
commentator put it with regard to the pris-
oners held in U. S. military facilities in Cuba
as “enemy combatants,” “Guantinamo is a
huge problem for Americans. .Even
those who were not hard-core extremists
have now been indoctrinated by the true be-
lievers. Like [in] any other prison,/1hsy dave
been taught to hate. If they let these people
g0, these people will make trouble™(Gcolden:
and Van Natta 2004). Indeed, upon release,
several Afghan detainees returned to the bat-
tlefield as commanders or fighters for the Tal-
iban. Similarly, observers of Spanish prisons
have found that radical Islamists regard the
jails as prime recruiting grounds as well
(McLean 2004).

The growing pre-occupation with “securi-
ty” noted by Garland well before September
11 has of course only intensified since that
date. The stress has been on finding more ef-
fective ways to identify terrorists and to keep
them from doing harm. The most controver-
sial instances of this, perhaps, involve the
Bush administration’s secret program to mon-
itor telephone communications of suspected
terrorists or their sympathizers (mostly) out-
side the United States. To the extent that the
“war on terror” is not actually a war at all, but
a policing (and ideological) effort, such in-
vestigation might seem reasonable enough.
The problem is that there already existed a
law—the Foreign Intelligence Surveillance
Act or FISA (1978), initially instituted to rein
in the CIA after the Vietnam War—according
to which such surveillance was thought to be
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regulated. In keeping with its broad interpre-
tation of presidential powers in the aftermath
of September 11, 2001, however, the admin-
istration chose not to submit these surveil-
lance procedures to the strictures of FISA.
When, after much hand-wringing about the
appropriateness of publishing the story, the
New York Times chose to report on the exis-
tence of the program, the nature and extent
of thin government surveillance under the
rubric of the “war on terror” became the sub-
ject of intense public scrutiny.

Michael Ignatieff’s The Lesser Evil is an at-
tempt to analyze the nature of the terrorist
threat and the terms on which it should be
countered. As befits a candidate for high gov-
ernment office (Ignatieff is now a Liberal
Member of Parliament in Ontario who aspires
to become the Canadian Prime Minister), he
seeks to identify the parameters of what one
might call an “ethic of responsibility” regard-
ing government responses to terrorism. Ig-
natieff’s main message is that democratic ac-
countability is both the essence of what
makes our way of life worth defending and
the only way to determine which policies are
acceptable in an intrinsically open-ended
“war bt terror.” To the Bush administration’s
circurnveridion of FISA, Ignatieff’s response
would seem to be clear: “So long as ‘a deci-
sion for secrecy is not itself secret, secrecy
can be controlled” (p. 11). Indeed, writing
well before the revelation in late 2005 of the
administration’s wiretapping program, he ar-
gued that while “there is no alternative to se-
crecy in intelligence operations,” FISA “pro-
vides an example of the ways in which
covert activity with risks of rights violations
can be made subject to judicial review” (p.
134).

Ignatieff’s exploration of the limits of le-
gitimacy in confronting terrorism are more
compelling than David Lyon’s discussion of
surveillance after September 11 because Ig-
natieff insists more strongly that we cannot
escape making decisions about the possible
curtailment of liberties: “The belief that our
existing rights and guarantees should never
be suspended is a piece of moral perfection-
ism” (p. vii). Ignatieff regards his approach as
one pursuing “the lesser evil,” however, be-
cause “there is an equal danger in the belief
that the threat is so great that anything we do
to fight terrorism can be justified” (p. viii). In
view of the fact that most Americans, at least,
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appear prepared to allow some of their civil
liberties to be clipped in the government’s
pursuit of terrorists intent upon harming
them, Lyon’s discussion seems slightly over-
wrought; indeed, one imagines that a fasci-
nation with Orwellian dystopias might pre-
dispose one to a preoccupation with surveil-
lance in the first place. To be sure, civil lib-
erties are being infringed, and as Ignatieff
points out, it is usually their freedoms, not
ours, that are undermined in emergencies.
Here Lyon’s effort to demonstrate that height-
ened surveillance—especially of the high-
tech variety—may be both oppressive and in-
effective is salutary.

Moreover, there seems to be some confu-
sion on Ignatieff’s part about whether this is
a “war” or an “emergency.” He is perfectly
aware that “terrorist emergencies are not the
same as wartime ones” (p. 27), and that the
“war on terror” is no traditional contest be-
tween roughly matched sovereign antago-
nists. Yet much of his argument depends on
the notion that we are in a “state of emer-
gency,” and this would appear to be very
much a matter of perspective. Reasonable
people could well disagree about“whetlier
we are in a situation that warrants the sus-
pension of civil liberties that might be ac-
ceptable in other contexts. Needless to add,
the government has a great deal more to say
than most ordinary people about whether or
not that situation obtains, and the Bush ad-
ministration has clearly used this sort of ra-
tionale repeatedly to justify the extraordinary
measures it has taken. Ignatieff analyzes his-
torical terrorist plots and movements, and
finds that none of them has ever toppled a
liberal democrat way of life; he insists that
the abrogation of the rule of law in an effort

to defend oneself against terrorists can only
help the latter achieve their goals.

But how long can a government go on
justifying its actions by insisting that it is try-
ing to confront an emergency? Without some
way of identifying when the emergency is
over, it is impossible to say whether certain
measures are justified. One thing that is nev-
er permissible, however, is the detention of
people defined as groups; such steps can on-
ly be taken against named individuals. Ac-
cordingly, Ignatieff reminds us, the arrest and
profiling of various ethnic or religious groups
is never acceptable, no matter how great the
purported emergency.

These three books highlight the power
and consequences of surveillance in a society
increasingly concerned of late with security
at all costs. They also call attention to the dif-
ferent kinds of surveillance—thick and thin—
that are being mobilized to obtain this secu-
rity. Though the two have marched in tan-
dem in recent years, one suspects that the so-
cial and fiscal costs of the explosion of thick
surveillance will contribute in due course to
its scaling back. In contrast, as David Lyon
rightly 'points out, thinner forms of surveil-
lance, once put in place, are—like the bu-
reaucracies they serve—more difficult to dis-
mantle.
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Police monitoring of law-abiding activists at
protest events. A CIA-sponsored program
dedicated to investigating financial transac-
tions. An NSA initiative to collect data from
massive numbers of domestic phone calls.
The Pentagon’s aborted Terrorism Informa-
tion and Prevention System, TIPS, and Total
Information Awareness programs. The USA
Patriot Act. Over the last half-decade, Ameri-
can citizens have been bombarded with a
dizzying array of issues and controversies re-
lated to state surveillance initiatives. While
the potential impact of surveillance activities
is widespread—some claim, for instance, that
the recent NSA program sought to obtain da-
ta from every call placed in the U.S.—its ef-
fects are most squarely centered on settings
that pose a challenge to the institutional po-
litical status quo.

It is clear that such efforts have eridrmous
potential effects on the shape ‘of ‘pelitical
contention, and that these effects emerge in
multifaceted ways. Rich historical accounts
offer a window into these complexities. Take
Jeremy Varon’s Bringing the War Home, a
compelling and nuanced chronicle of New
Leftist militancy in the U.S. and Germany dur-
ing the 1960s and 1970s. Varon focuses on
two organizations in particular: the Weather
Underground (WU) in America and the West
German Red Army Faction (RAF). While not
a comparative study per se, he uses these
two juxtaposed cases to develop a layered
analysis of how activists in both countries
came to embrace violent revolutionary ac-
tion, and how varied interactions with the
state and civil society shaped their distinct
trajectories.

Policing agencies in both nations em-
ployed a variety of means to actively monitor
and disrupt the WU and RAF. Surveillance—
through wiretaps, agent observation of pub-
lic events, illegal break-ins, and infiltration by
informants and provocateurs—constituted
the meat of the state’s repressive efforts, at
least in the U.S. Varon notes that, even be-
fore the Weatherman organization went un-
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derground, the FBI had identified at least 270
of its members, nearly a third of whom were
marked on the Bureau’s “Security Index” for
detainment in the case of national emer-
gency. Agents and informants also “diligently
recorded the identities of the 300 or so peo-
ple in attendance” at a Weatherman-spon-
sored conference in 1969 (p. 158). Despite
considerable safeguards in place to prevent
infiltration, in at least three cases informants
successfully gained access to radical collec-
tives. In such instances, informants typically
operated as provocateurs, encouraging vio-
lent activities for which participants were
then arrested. After their move underground
in 1970, FBI Director J. Edgar Hoover desig-
nated the Weather leadership subjects of “in-
tensive investigation,” and three Bureau offi-
cials were later indicted for their resulting au-
thorization of a series of break-ins (known as
“black-bag jobs”) designed to gather informa-
tion about suspects’ whereabouts.

Varon reaches a number of conclusions
about how such state action impacted the tra-
jectories of each group. State repression, he
suggests, “caused those skeptical about vio-
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lence to seriously contemplate it and those
persuaded of the need for violence to take
the radical leap into action” (p. 3). In Ger-
many, “[hlad the state’s reaction been less se-
vere, the RAF’s armed struggle might neither
have endured so long nor become so brutal”
(p. 254). In the U.S., the “traumatic effect” of
state violence provided a motive for Weather
adherents’ increased militancy during the late
1960s (p. 162). The move by the Weather Un-
derground toward “symbolic damage” and
away from violence against human targets
prevented the sort of massive program of
state repression witnessed in Germany (p.
174).

We can also infer dynamics more closely
tied to surveillance: that Weatherman’s move
underground was in part to escape monitor-
ing by police and FBI, and that this move did
in fact significantly reduce the latter’s ability
to surveil the group. Paradoxically, however,
this shift expanded the overall scope of the
state’s surveillance activities as agents in-
creasingly relied on less fine-tuned metrics to
locate Weather adherents, focusing on broad
networks of above-ground family and friends
as well as a wide range of locales, (com-
munes, countercultural centers, etc.) deemed
likely to shelter underground suspects.

All are provocative conclusions, and not
inconsistent with the specific evidence pre-
sented in Bringing the War Home. But how
do we know whether such findings are sys-
tematically valid, or whether similar dynam-
ics hold in other cases? Such model-building
is not Varon’s goal; he is squarely focused on
the specific contexts surrounding the WU
and RAF, and in the book’s introduction he
clarifies that, while engaging with some of
the social movement literature, he “does not
speak its distinctly sociological causal lan-
guage” (p. 18). Indeed, his use of oral histor-
ical accounts is intended to provide “repre-
sentations of the past generated through the
subjective work of memory . . . and not the
‘objective’ reconstruction of the past” (p. 16).
When confronted with the thorny issue of
specifying the impact of the antiwar move-
ment on U.S. policy, he “doubts whether a
method could even be devised for rendering
such a judgment” (p. 147) and instead em-
ploys the biographical account of a single ac-
tivist to represent his sense of the role played
by militants in such outcomes.

Fair enough, as his methodology yields a
nicely textured portrait of the WU and RAF.
His detailed account of activist experiences
also provides a window into the multivalent
interactive nature of political contention. But
it is difficult to have it both ways, to focus on
close readings of subjective experiences
while also drawing out general conclusions
that beg for more systematized analysis. This
latter task, of course, has traditionally fallen
to sociologists and political scientists. Have
they fared any better in their efforts to devel-
op general explanations for the impacts of
surveillance against political challengers?

The issue of surveillance and its effects
has long been subsumed by a broader con-
cern with the bidirectional relationship be-
tween state action and dissident mobilization:
the so-called “repression-mobilization nexus.”
For at least the past decade, the real action in
this literature has been primarily in journals,
with few attempts to integrate and extend ex-
isting insights within book-length analyses
(though exceptions include Cunningham,
2004; della Porta and Reiter, 1998; Stanley,
1996). Further, findings have lacked consis-
'y with surprisingly little cross-discipli-
nary ! conversation. Repression and Mobiliza-
Hon, -~ recent volume edited by Christian
Davenport, Hank Johnston, and Carol
Mueller, is a welcome corrective to this trend.
The volume is a product of a 2001 confer-
ence at the University of Maryland that
brought together many influential thinkers in
several social science disciplines, and its con-
tents represent the most significant advance
in collective knowledge on the topic in some
time.

In his introduction, Davenport astutely as-
sesses the field and suggests possibilities for
its advancement. Most importantly for our
purposes, his essay identifies a key dynamic
that has steered past research away from de-
tailed analysis of surveillance: the move to-
ward aggregated, multi-form indicators of
“repression” as the object of analysis. To the
extent that this approach has predominated
over close study of specific repressive forms
(including surveillance) as bounded phe-
nomena, its implicit foundation has been
what contributor Charles Tilly labels the
“classic cost-benefit conception” of the im-
pact of repression on mobilization and vice
versa (p. 224). Within such a framework, re-
pression is viewed as a cost imposed by au-

e
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thorities on dissidents, leading to invariant
conceptions that the allocation of repression
decreases mobilization and, conversely, that
mobilization predictably generates a repres-
sive response from authorities. Davenport
shows that exploration of the second rela-
tionship (i.e., mobilization causes repression)
has yielded the expected finding, while stud-
ies of the impact of repression on subsequent
mobilization have produced less consistent
results.

In his view, these empirical regularities/ir-
regularities are problematic, as both have
been produced in the presence of significant
analytic blind spots: an overly-narrow con-
ception of repressive and dissident forms, re-
liance on a small number of fixed cases and
data sets, and a simplistic view of the role
played by media coverage. What to do? If the
volume’s take-away lesson can be boiled
down to a single idea, it would be to disag-
gregate analyses to recognize the unique as
well as recurrent features of varied political
environments, dissident repertoires, repres-
sive forms, and path-dependent temporal
and spatial dynamics. Davenport argues that
analysts should view the repression-maolzjliza-
tion nexus interactively, employing explana-
tory concepts derived from the social move-
ment literature’s political process tradition—
i.e., political opportunities and threats, mobi-
lizing structures, and cultural frames (see
McAdam, 1982; McAdam, McCarthy, and
Zald, 1996; Tarrow, 1998).

The remainder of the volume is effective-
ly an argument for complicating this baseline
model. Insights explicitly or implicitly tied to
surveillance dynamics abound. Clark McPhail
and John McCarthy highlight the fact that sur-
veillance operations and other repressive tac-
tics are not static or uniform—they in fact
vary by, and diffuse across, local policing ju-
risdictions in predictable ways. Gilda Zwer-
man and Patricia Steinhoff recognize that
multiple, often divergent, outcomes result
from the imposition of surveillance and oth-
er repressive action, as “micro-cohorts” enter
movements at differing points in the protest
cycle and exhibit differing reactions to state
action. Myra Marx Ferree develops the con-
cept of “soft” repression, which emerges
within civil society and hinders opposition
through ridicule, stigma, and silencing—
processes that often require the monitoring
and labeling of dissident behavior.
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But perhaps the most telling signal of the
current state of the field is the fact that the
two distinguished senior theorists given the
“final word” in the volume—Charles Tilly and
Mark Lichbach—barely mention the contribu-
tions of the preceding chapters. Instead, they
concern themselves with broader issues of
analysts’ general orientation to the study of
political conflict. Tilly suggests that students
of repression and mobilization “shift their an-
gles of vision” (Tilly, 2005: 225) to align with
the mechanism-based approach he has ad-
vanced, with Doug McAdam and Sidney Tar-
row, in the 2001 book Dynamics of Con-
tention. The “DOC” approach recognizes that
repression and mobilization are relational
phenomena, both involving exchanges be-
tween dissidents and authorities. As such, it
sees meaning as rooted in interactions within
and between social sites, and centers analy-
ses on episodes, or “continuous streams of
contention including collective claim making
that bears on other parties’ interests”
(McAdam et al., 2001: 23—4). Its empirical
program calls for “decomposing those
episodes into combinations of recognizable,
recutreni processes, then identifying the in-
variant “causal mechanisms that enter those
processes” (Tilly, 2005: 211-2). The goal is
not to identify regularities across classes of
episodes, but instead to find robust con-
stituent mechanisms and processes that com-
bine in varying ways to yield distinct out-
comes. In short, the program “aims at ex-
plaining change and variation, not in discov-
ering uniformity” among whole classes of
episodes (Tilly, 2005: 212).

To illustrate what a DOC-style analysis
might look like, Tilly concludes with a dis-
cussion of the mechanisms that constitute
two varieties of collective violence, which he
refers to as “scattered attacks” and “broken
negotiations.” Using these examples, he
demonstrates that a single type of state ac-
tion—e.g., the imposition of surveillance
against challengers—can yield divergent ef-
fects across contentious forms. The general
point is that it is likely misplaced to suggest
that “a single law govern[s] the relationship of
mobilization to repression” when both sides
of the nexus are really shorthand for diverse
sets of relational configurations (Tilly, 2005:
222). We would be better served, Tilly in-
structs, to break specific configurations (i.e.,
episodes of contention) into their constituent
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processes and mechanisms, which become
the sites through which particular types of
outcomes emerge.

Jules Boykoft’s The Suppression of Dissent
represents a book-length treatment of a
DOC-style mechanism-based approach.
Drawing on a range of cases familiar to stu-
dents of social movements in the U.S. (and
relying, unfortunately, almost exclusively on
existing secondary sources as evidence),
Boykoff explains how it is that state efforts to
suppress political challenges result in the de-
mobilization of social movements in the U.S.
Like Tilly, he argues that such an explanation
requires the identification of distinct mecha-
nisms through which actions contribute to
the process of demobilization.

The bulk of the book is taken up by de-
scriptive case studies involving Martin Luther
King, Jr., the Black Panther Party, the Holly-
wood Ten, the American Indian Movement,
and other activists from his self-described
“deep, broad survey of suppression in twen-
tieth and twenty-first century U.S. history” (p.
303). From these accounts he inductively
identifies a set of twelve actions, or “Modes
of Suppression.” These Modes, in/1urn,-lead
to the demobilization of social movernents
through the work of five causal nmieChanisins:
resource depletion, stigmatization, divisive
disruption, intimidation, and emulation.

Curiously, Boykoff’s product doesn’t look
much like Tilly’s. While Boykoff does induc-
tively identify his population of Modes by ex-
amining specific cases that can plausibly be
conceived as episodes, he does not extend
his discussion of mechanisms to explain the
trajectory of particular cases of state-dissident
interaction. This makes it difficult to under-
stand how constellations of mechanisms
might combine to yield change and variation
in outcomes, or how the context-laden char-
acter of both sides of the struggle might in-
teract to shape the arc of contention. While
Tilly examines how particular combinations
of mechanisms can explain variation, rather
than uniformity, in outcomes, Boykoff asks
“why do seemingly different acts produce a
common effect: the suppression of dissent?”
(p. 264).

So where does this leave us? Given the
varied and inconsistent strains reviewed here,
in what direction might future studies of sur-
veillance in contentious politics productively
move? First, if a common theme exists in

these works, it is that we need to disaggre-
gate concepts such as “mobilization” and “re-
pression,” and to pay closer attention to the
particular ways in which surveillance as a re-
pressive form impacts contentious episodes.
Taking this recommendation seriously re-
quires that we make explicit the features that
distinguish surveillance from other modes of
repression. Two recent efforts may be in-
structive. Earl (2003) has constructed a typol-
ogy of repression, within which we can un-
derstand surveillance as fitting within classes
of action that are: 1) coercive, 2) unobserved
by targets and the general public, and 3) per-
petrated either by private or state-based
agents. Davenport (2005), in a recent journal
article, has alternately focused on a single
analytic dimension: the distinction between
overt and covert repressive action. While sur-
veillance of dissident targets is sometimes
employed overtly, to chill or otherwise alter
the behavior of challengers (Marx, 1979),
monitoring more often functions covertly as a
means to collect information that can later be
used in a variety of ways against targets.

This emphasis on covert state action harks
backito Gary Marx’s (1974, 1988) seminal re-
searchton informants, agents provocateurs,
and' “bndercover policing, and links to an
emerging concern with the patterning of sur-
veillance-based acts, in particular the ways in
which authorities allocate resources to moni-
tor targets. Recent work has highlighted how
state agencies identify targets by constructing
them as such, and has shown that such con-
structions are shaped not only by ethnic,
class, religious, etc. characteristics of poten-
tial candidates, but also by the organization-
al structure of policing agencies (Cunning-
ham, 2004) and the characteristics of neigh-
borhoods where potential targets reside
(Davenport, 2005). A related concern is the
impact of state surveillance—how such action
affects activists and sympathetic publics.
Boykoff argues that the presence of surveil-
lance—whether perceived or real—can con-
tribute to a process of demobilization
through the intimidation of targets, often
characterized by a feeling of paranoia. Such
efforts, he asserts, also yield a body of infor-
mation that can be used by state agencies to
disrupt the functioning of targeted groups
(pp. 281-4).

While such unique effects speak to the in-
appropriateness of lumping together hetero-
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geneous categories of action as “repression,”
it is important to recognize that state agencies
often simultaneously employ a combination
of tactics to minimize dissent—e.g. aggres-
sively policing public space, gathering exten-
sive intelligence through covert surveillance
efforts, empowering community leaders to
exert social control on local residents, and so
on (Caldwell, 2006). Research that brackets
“surveillance” as its object of study would al-
most certainly miss indirect or emergent ef-
fects visible only through the contextualiza-
tion of individual tactics within broader sup-
pressive programs. In certain cases, such as
with the FBI's counterintelligence programs
(COINTELPROS) in operation between 1956
and 1971, state agencies have formalized the
use of a diverse repertoire of tactics, self-con-
sciously employed in concert (Cunningham,
2003, 2004). Therefore, alongside efforts to
disaggregate analytic categories, we need to
find ways to comprehend how tactical com-
binations interact to yield predictable out-
comes.

Is a mechanism-based approach the best
way to do so? The question is at the core of
current debate in the field of contenticus: pol-
itics as a whole, reflected by the seeming gulf
between Tilly’s approach and the'céntextual-
ized political process agenda advanced by
the other contributors to the Davenport et al.
volume. In that book’s concluding chapter,
Mark Lichbach promotes a strategy to bridge
these perspectives. Lichbach is not troubled
by the use of mechanisms to generate dy-
namic causal accounts that demonstrate how
relationships between inputs and outcomes
operate. He is, however, wary of research
programs organized around the identification
of salient mechanisms, as the exhaustive list-
ing of these mechanisms can easily expand
indefinitely, creating “an interminable make-
work project” (Lichbach, 2005: 233).

To prevent such chaotic proliferation,
Lichbach suggests that researchers should
embed their mechanisms within larger orga-
nized systems of knowledge (i.e., logically-
consistent combinations of mechanisms) and
employ “stylized facts” and “historical narra-
tives” to evaluate them empirically. Such an
agenda may be one way to take the DOC
challenge seriously—i.e., to give attention to
the largely unexamined relational transac-
tions lodged within the causal arrows of so-
cial science models—without discarding the
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underlying political process approach that
has guided the field for the past two decades.

Such an effort can have broader-reaching
effects as well, moving theoretically-inclined
social scientists toward the center of policy-
based dialogue surrounding the varied im-
pacts of surveillance initiatives. These de-
bates are of course pivotal to understanding
how states can preserve the security of their
citizens. Equally important, sophisticated
analyses can also demonstrate how surveil-
lance efforts can chill citizens’ ability to law-
fully express dissent, posing a threat to acts
vital to the practice of democracy.
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Desperately Seeking Surveillance Studies: Players in Search of a Field

G.T. MARX

gtmarx@mit.edu

We are at any moment those who separate
the connected or connect the separate.

—Georg Simmel

In its current state, the sociological subfield
of surveillance studies reminds me of the
joke that began an editorial letter of rejection
I received as a beginning scholar:

A poor man saves and saves and is final-
ly able to buy his first suit. A rich relative
seeing him in it says, “that’s nice materi-
al, have you thought of having a suit
made from it?”

The previous reviews suggest the richness
and variety of this budding field. There is in-
deed something happening here! In calling
for better conceptualization, the reviewers
would no doubt agree with songwriter
Stephen Sills who wrote, “what it is ain’t ex-
actly clear.” I will elaborate a bit on the field’s
needs and, consistent with brother Georg’s
observation above, suggest some ways of
hopefully making it clearer.!

Not long ago, one could fit all of those in-
terested in social studies of surveillance into
a phone booth. That possibility is gone
(along with the phone booth). David Lyon
(forthcoming), in a comprehensive overview,
observes, “. . . surveillance studies started to
emerge as a coherent sub-disciplinary field
towards the end of the twentieth century.” As

' Space limitations require a minimalist treatment
here. A fuller annotated version of this review
and various articles developing the argument
are at garymarx.net.

both scholar and organizer, Lyon has played
a major role in this beginning.

Now there is a vibrant and growing inter-
national network of scholars interested in
surveillance questions. There are new jour-
nals, special issues of, and many articles in,
traditional journals and frequent conferences.
Between 1960-69, Sociological Abstracts list-
ed just six articles with the word “surveil-
lance” From 1990-99, 563 articles were list-
ed and if current trends continue, there will
bewelb over 1000 articles for the decade end-
ing 2009. In 2005-06 alone, five significant
edited sociological books were published
with scores of contributors and many more
monographs and edited volumes are on the
way. Major public policy commission reports
appeared in Britain and the U.S. (Surveillance
Studies Network 2006; National Research
Council 2007). However, a boom in research
does not necessarily mean an equivalent
boon.

As in that other famous case, it is prema-
ture to conclude “mission accomplished,” let
alone even consensually identified. The field
is strongest in its historical and macro ac-
counts of the emergence and changes of sur-
veillance in modern institutions and in offer-
ing an abundance of nominal (if rarely oper-
ationalized) concepts. Terms such as surveil-
lance, social control, privacy, anonymity, se-
crecy, and confidentiality tend to be used
without precise (or any) definition and are
generally, not logically, linked. There are al-
so case studies, usually at one place and
time, involving only one research method
and one technology, such as CCTV. Worse,
as Torpey notes in his review, there is no
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good English term conveying the full mean-
ing of surveillance nor is there an adequate
word for it as a verb (spell-check does not
like to surveil).

For the systematic, comparative, contex-
tually, and empirically focused social ana-
lyst, much of the current work—while often
elegantly phrased, exploratory, and useful
in offering background knowledge, raising
issues and sounding alarms—remains con-
ceptually undernourished, non-cumulative,
and non-explanatory (at least in being con-
ventionally falsifiable) and is either unduly
abstract and broad, or too descriptive and
narrow. The multiple dimensions that are
usually built into ideal type terms such as
“surveillance society,” “the new surveil-
lance,” “maximum security society” (Marx
1985, 1988), dossier society (Laudon 1986),
dataveillance (Clarke 1988), 'anamorphose
de l'etat-nation (Palidda 1992), panoptic sort
(Gandy 1993), ban-opticon (Bigo 2005),
thick and thin surveillance (Torpey this re-
view), and many more related concepts not-
ed in the longer version of this article, need
to be disentangled.?

A further weakness of the field ‘invelves
omission. Most studies deal with contexts of
conflict, domination, and control’ invoiving
surveillance agents and organizations (al-
most all of the books chosen for review in
this symposium). Yet surveillance as a fun-
damental social process is about much more
than modernism, capitalism, bureaucracy,
computer technology, and the aftermaths of
9/11. A zero-sum, social control, conflict
game involving the unilateral, effective, and
unchallenged power of the hegemons does
not define the universe. Additionally, the ex-
tensive use of surveillance in other settings
for goals involving protection, management,
documentation, strategic planning, ritual or
entertainment is ignored. Goals are too of-

One effort to do this involves identifying 27 di-
mensions by which surveillance techniques can
be contrasted (Marx 2004, 2006). For theoreti-
cal and social purposes, the ability to automat-
ically, remotely, inexpensively, and involuntar-
ily apply sense-extending, border-breaking,
soft, ubiquitous, and invisible techniques and
to easily analyze, merge, and communicate re-
sults in real time is of particular contemporary
significance.
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ten simply assumed. Their frequent lack of
clarity and multiplicity is disregarded. Like-
wise, surveillance subjects and uses by indi-
viduals (e.g., in familial contexts or by
voyeurs) are neglected, as is the interaction
between agents and subjects. Surveillance
culture, which so envelops and defines pop-
ular consciousness, also tends to be under-
studied.

The sum of sociological surveillance
studies is unfortunately not yet greater than
the individual parts. To take topics studied
by the reviewers, it is not initially apparent
how research by Lyon on mobile telephony,
Zureik on work monitoring, Torpey on
passports, and Cunningham on political re-
pression constitute a coherent field of in-
quiry, let alone recent studies for which the
“s word” is central on topics as varied as
welfare eligibility, anonymity, bots, the in-
ternet and political polls, e-government, car-
diac patients, abandoned DNA, or reality
television, to sample just a few recent arti-
cles. We have little quantitative data on the
frequency and correlates of abuses or trend
data on the individual’s overall ability to
control personal information.

A tield needs greater agreement (or well-
articulated disagreements) on what the cen-
tral questions and basic concepts are, on
what it is that we know empirically and
what needs to be known, and on how the
empirically documented or documentable
can be ordered and explained, let alone
some ability to predict the conditions under
which future developments are to be ex-
pected. Moving towards these objectives
must be the next step in the sociological
study of surveillance.

Amidst the sweeping claims (whether of
dystopians, utopians, ideologues, single
case study over-generalizers, or one-trick
pony theoretical reductionists), we need to
reach agreement on definitions and specify
dimensions, structures, and processes relat-
ed to surveillance. Conclusions, whether ex-
planatory or evaluative, require identifying
the dimensions by which the richness of the
empirical world can be parsed into dissimi-
lar or fused into similar analytic forms that
are systematically studied. To paraphrase a
country and western song, “there is too
much talk [aka meta-theory] and not enough
research.”
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Towards A Field Definition

One Marx manifesto every couple of
centuries is probably sufficient, although
that should not be the case for Marx jokes.
Nonetheless, here I offer, in greatly tele-
graphed form, one way of approaching the
new surveillance as it involves the collec-
tion of personal information. This approach
is tied firmly to our discipline and its his-
torical concerns from Marx, Durkheim, We-
ber, and Simmel and more recent concerns
such as those expressed by Shils, Nisbet,
Merton, and Goffman. It takes systematic
account of the variation whose causes,
processes, and consequences need to be
understood.

One way of organizing surveillance stud-
ies is as part of a broader field of the sociol-
ogy of information. A major area within that
involves the rules about information in gen-
eral, and personal information, in particular.

I suggest a situational or contextual ap-
proach that, while not denying some com-
monalities across surveillance behavior, em-
phasizes patterned differences. Central here
is the identification and contrast of means,
goals, role relationships, the structure, of the
interaction, the characteristics of the type of
personal data involved (whether involving
sensitive information or form such as audio
or video), and cultural and social dynamics.
These elements exist within a normative en-
vironment in which expectations, policies,
and laws set conditions around which be-
havior flows. This approach yields a number
of hypotheses about surveillance behavior
and the patterning of normative expecta-
tions regarding the accessibility and inacces-
sibility of information (Marx and Muschert,
forthcoming).

Central questions directly and indirectly
connected to a normative sociology of in-
formation approach are: what are the rules
governing the protection and revelation of
information, how are they created, what are
their consequences, and how should they
be judged? Who has access to personal in-
formation and under what conditions? How
do factors such as the type of physical, tem-
poral, and cultural border, the type of rela-
tionship among actors, the roles played, the
type of information involved, the form of its
presentation and the characteristics of the
means used, and the goals sought affect

rules about information and the distribution
of various surveillance forms?

What does surveillance focus on—indi-
viduals, groups, organizations, or environ-
ments? And, once focused, what does sur-
veillance look for (e.g., rule compliance,
identification, eligibility, wanted persons,
purity of mind or body, networks, location,
communication)? What actions, if any, flow
from the activity? How are results assessed?
Where are the lines drawn? How valid are
the instruments, both in general and as ap-
plied in a given context? What factors con-
dition varying connections between the
rules and actual behavior? How do norma-
tively sanctioned and coercively supported
data extractions (or data protections) differ
from softer, seemingly voluntary (and often
seductively elicited) revelations or protec-
tions? How is information treated once it has
been gathered (e.g., security, repurposing,
alteration, retention, and destruction)?

Borders are central factors for under-
standing surveillance information (Zureik
and Salter 2006). Borders of course may in-
clude or exclude as they facilitate or restrict
e fiow of information, persons, goods, re-
sources and opportunities. The literal and
symbolic role of border surveillants as
guardians, gatekeepers, spotters, cullers and
sorters needs to be better understood, as
well as subject responses. Most scholarly at-
tention and indignation is on the taking of
information from the person. But as with
Orwell’s telescreen, this can be joined (and
also needs to be contrasted) with imposi-
tions upon the person—whether sound, im-
ages, smells or unwanted messages (e.g.,
much telemarketing and spam). Thus, it
needs to be asked: Under what conditions
do individuals feel that a personal border
has been wrongly crossed? An equally im-
portant, but neglected, question is when has
there been a failure in not crossing a per-
sonal informational border? These ques-
tions, of course, raise larger issues related to
privacy.

Privacy and publicity as major concepts
here are the polar ends of a continuum in-

> There is enormous imbalance here between or-

ganizations and individuals. Anyone new to the
area would do well to begin by reading Jim
Rule’s (1973) pioneering study.

Contemporary Sociology 36, 2
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volving rules about withholding and disclos-
ing, and seeking or not seeking, informa-
tion. The normative definition can help
avoid the frequent confusion of the private
and the public as adjectives describing the
actual empirical status of information—thus
leaking of information to the news media
from a wiretap makes it “public,” even as
what is leaked is (normatively) considered
to be private. Depending on the context, so-
cial roles and culture, individuals or groups
may be required, find it optional, or be pro-
hibited from engaging in these activities,
whether as subjects or agents of surveillance
and communication.

Rules are at the heart of privacy and pub-
licity. When the rules specify that informa-
tion is not to be available to others—
whether the restriction is on the surveillance
agent not to discover or less often, on the
subject not to reveal or on the means—we
can speak of privacy norms. When the rules
specify that the information must be re-
vealed by the subject or sought by the agent
and that particular means are to be used, we
can speak of publicity norms. The subject
has an obligation to reveal and/or the agent
has an obligation to discover and tc/report
what is discovered. With publicity’ norms
there is no right to privacy that tells the
agent not to seek information, nor is there a
rule granting the subject (or possessor of the
information) discretion regarding revelation.
Framed in this way, the issues of privacy
and access to information loom large in so-
ciological studies of surveillance, including
the majority of books reviewed in the previ-
ous essays.

The conditions for such reporting
(whether mandatory revelation by the sub-
ject or discovery by the agent) involve im-
portant variables, such as who is to be told.
The audience for mandatory revelation/dis-
covery and communication can vary from a
few persons entitled to know (as with buy-
ers and sellers bound by a contract or the
reporting of signs of possible child abuse by
teachers to social welfare officials) to the
public at large (as with conflict of interest
statements for those in public office).

A sociology of information approach em-
phasizing norms provides a way to link free-
dom of information and right to know issues
with the right to control personal informa-
tion. It offers a way to connect and contrast

Contemporary Sociology 36, 2

the highly varied topics studied by surveil-
lance scholars. David Cunningham’s wel-
come call for disaggregation is joined by ag-
gregation.

Surveillance Structures and Processes
Surveillance can be further analyzed by
identifying some basic structures and
processes. Organizational surveillance is
distinct from the non-organizational sur-
veillance carried out by individuals. The -
ternal constituency surveillance found in or-
ganizations (in its most extreme form in to-
tal institutions (Goffman 1961)) contrasts
with external constituency surveillance pre-
sent when those who are watched have
some patterned contact with the organiza-
tion (e.g., as customers, patients, malefac-
tors or citizens). Note also external non-
member constituency surveillance in which
organizations monitor their broader environ-
ment in watching other organizations, indi-
viduals, and social trends. Beyond organiza-
tional forms, consider personal surveillance
in which an individual watches another in-
dividual. Here we can differentiate role rela-
tiosship surveillance as with family mem-
bers|from non-role relationship surveillance
as with the voyeur whose watching is un-
connected to a legitimate role.

With respect to the roles played, we can
identify the surveillance agent (watcher/ob-
server/seeker). The person about whom in-
formation is sought is a surveillance subject.
All persons of course play both roles, al-
though hardly in the same form or degree.
These changes depend on the context and
over the life cycle. The roles are sometimes
blurred and may overlap.

The surveillance function may be central
to the role (detectives, spies, investigative
reporters, and even some sociologists) or
peripheral (e.g., check-out clerks who are
trained to look for shoplifters, dentists who
look for signs of child abuse). A distinction
rich with empirical and ethical implications
is whether the situation involves those who
are a party to the generation and collection
of data (direct participants) or instead in-
volves third parties.

Surveillance can also be analyzed with
respect to whether it is non-reciprocal or
reciprocal. Surveillance that is reciprocal
may be asymmetrical or symmetrical. Relat-
ed to this is the need to contrast contexts of
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cooperation where goals overlap or are
shared, as against those where agents and
subjects are in conflict. Consider also agent-
initiated surveillance vs. subject-initiated
surveillance. In the books reviewed by Cun-
ningham, for example, we see governmental
organizations engaged in non-reciprocal,
asymmetrical, conflictual, agent-initiated
forms.

Rather than being only static and fixed,
surveillance also needs to be viewed as a
fluid process involving interaction and
strategic calculations over time. Among sur-
veillance processes are efforts to create the
myth of surveillance, surveillance creep, gal-
lop and contraction, surveillance slack, and
surveillance commodification. Behavioral
techniques of mneutralization—strategic
moves by which subjects of surveillance
seek to subvert the collection of personal in-
formation—can be noted. This can include
direct refusal, discover, avoidance, switch-
ing, distorting, counter-surveillance, cooper-
ation, blocking, and masking (Marx 2003).

Surveillance practices are shaped by
manners, organizational policies and laws,
and by available technologies and cqunter-
technologies. These draw on a, number of
background value principles and tacit as-
sumptions about the empirical world. Using
criteria such as the nature of the goals, the
procedure for creating a surveillance prac-
tice, minimization, consideration of alterna-
tives, reciprocity, data protection, and secu-
rity and implications for democratic values,
I suggest twenty questions to be asked
about any surveillance activity (Marx 2005).
The more these can be answered in a way
affirming the underlying values, the more le-
gitimate the surveillance is likely to be.

In anxious, media-saturated times we
must be especially attentive to public
rhetoric that so effortlessly passes for pro-
fundity. One approach to this is to identify
empirical, logical, and value fallacies.” Con-
sider the stock line that everything changed
after 9/11 and we must therefore be pre-
pared to trade off liberty or privacy for se-
curity. Perhaps. That conclusion should on-

1 Consider for example, a “true fiction” speech by
one Mr. Rocky Bottoms to the annual Las Vegas
convention of the Society for American Profes-
sional Surveillance (Marx, forthcoming).

ly be reached after careful analysis indicat-
ing: (1) that the threat has been accurately
portrayed; (2) that the trade off is genuine
(i.e., that the sacrifice will work); (3) it is
morally justified and involves an appropri-
ate prioritization of values (i.e., whatever is
being traded off is of less worth than what
is presumed to be gained); and (4) as Torin
Monahan (2006) and his colleagues suggest,
tradeoff talk does not lead us to ignore con-
sequences for other important social values
such as fairness, equality, innovation, and
personal dignity.

Social research attentive to empirical and
moral complexity may move us closer to the
enlightenment promise of our discipline and
leave in realm of fiction Brecht’s observation
that the person who smiles is the one who
has not yet heard the bad news.
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