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Problem:	
  private	
  data	
  breaches	
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Common	
  approach:	
  prevent	
  break-­‐ins	
  

Enforced	
  at	
  many	
  levels:	
  operaJng	
  system,	
  
hardware,	
  network,	
  programming	
  language,	
  …	
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Bad	
  guys	
  find	
  ways	
  to	
  break	
  in	
  

•  Complex	
  soTware	
  has	
  bugs	
  
– AUackers	
  find	
  and	
  exploit	
  vulnerabiliJes	
  

•  Many	
  people	
  have	
  access	
  to	
  infrastructure	
  
– Server	
  administrators	
  
– Cloud	
  /	
  data	
  center	
  employees	
  
– Anyone	
  that	
  breaks	
  into	
  their	
  accounts	
  

•  Compromises	
  are	
  inevitable	
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Techniques	
  

•  Compute on encrypted data at the server 
–  Use SQL-aware set of efficient encryption schemes 
–  Adjust encryption of data based on queries 

•  Compute on decrypted data at the proxy 
–  Can decrypt à can perform any computation 
–  Choose optimal split to reduce bandwidth, proxy load	
  

	
  
 



SQL-­‐aware	
  encryp4on	
  schemes	
  

e.g.,	
  =,	
  !=,	
  IN,	
  
GROUP	
  BY,	
  
DISTINCT	
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CryptDB	
  works	
  well	
  in	
  prac4ce	
  

	
  
 

•  Supports	
  many	
  database	
  applicaJons	
  
– Web	
  sites,	
  transacJonal	
  processing,	
  data	
  analyJcs	
  
– Never	
  reveals	
  plaintext	
  data	
  on	
  database	
  server	
  

•  Modest	
  performance	
  overheads	
  
– 20-­‐30%	
  throughput	
  loss	
  for	
  typical	
  benchmarks	
  

•  Approach	
  now	
  used	
  by	
  Google	
  (among	
  others)	
  
– Encrypted	
  BigQuery	
  service	
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Mylar:	
  browser-­‐side	
  encryp4on	
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Challenge:	
  computa4on	
  
in	
  web	
  applica4ons	
  

1.  Client-­‐side	
  applicaJon	
  framework	
  	
  	
  

Ø  Data	
  sharing	
  –	
  need	
  a	
  way	
  to	
  manage	
  keys	
  
Ø  Keyword	
  search	
  –	
  need	
  new	
  cryptosystem:	
  

documents	
  encrypted	
  with	
  many	
  keys	
  

	
  
2.	
  Non	
  client-­‐side	
  computaJon:	
  

Ø  Most	
  computaJon	
  happens	
  in	
  client’s	
  
web	
  browser	
  (Javascript	
  code)	
  



Mylar	
  supports	
  many	
  applica4ons	
  

•  Ported	
  6	
  applicaJons	
  to	
  Mylar	
  
•  Performance	
  overheads	
  are	
  modest	
  
•  Data	
  privacy	
  despite	
  server	
  compromises	
  



Future	
  research	
  direc4ons	
  

•  PracJcal	
  cryptography	
  
– CompuJng	
  on	
  data	
  encrypted	
  w/	
  many	
  keys	
  
– DelegaJng	
  limited	
  funcJons	
  over	
  encrypted	
  data	
  

•  PracJcal	
  systems	
  
– AudiJng	
  for	
  data	
  disclosures	
  
– ProtecJng	
  end-­‐user	
  computers	
  


