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Road Map 

•  So far:  Modularity & Operating 
Systems;  Networked Systems 

•  Rest of  this semester:   
•  - how to keep running despite failures 
•  - broaden class of failures to include 

malicious ones 



Fault Tolerance Plan 

• General introduction: today 
• Recovery/Replication 

•  Transactions: next 4 lectures 
• updating permanent data in the presence 

of concurrent actions and failures 

•  Replicated state machines: 2 more 
• Keep computing despite failures 

 



  



  



  



  





Schroeder and Gibson, FAST 2008 

Relative frequency of hardware replacement 

10,000 
machines 
 
Pr(failure in 
1 year) ~.3 



Availability in practice 

•  Carrier airlines (2002 FAA fact book) 
•  41 accidents, 6.7M departures 
ü  99.9993% availability 

•  911 Phone service (1993 NRIC report) 
•  29 minutes per line per year 
ü  99.994% 

•  Standard phone service (various sources) 
•  53+ minutes per line per year 
ü  99.99+% 

•  End-to-end Internet Availability 
ü  95% - 99.6% 









Disk failure conditional probability distribution 

Expected operating lifetime 

1 / (reported MTTF) 
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0.003 
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(~5 years) 



Bairavasundaram et al., SIGMETRICS 2007 
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Fail-fast disk 

failfast_get (data, sector) { 

 get (s, sector); 

 if (checksum(s.data) = s.cksum) { 

  data ← s.data; 

  return OK; 

 } else { 

  return BAD; 

 } 

} 



Careful disk 

careful_get (data, sector) { 

 r  ←  0; 

 while (r < 10) { 

  r ← failfast_get (data, sector); 

  if (r = OK) return OK; 

  r++; 

 } 

 return BAD; 

} 



Replicated Disks	


write (sector, data): 
 write(disk1, sector, data) 
 write(disk2, sector, data) 

 
read (data, sector): 

 data = careful_get(disk1, sector) 
 if error 
  data = careful_get(disk2, sector) 
  if error  
   return error 
 return data	






How about an error in software? 

•  Big problem! 
•  Software for fault tolerant systems must 

be written with great care 
• Stringent development practices 
• Well-defined stable specification 
• Modeling, simulation, verification, etc. 
• N-version programming is tricky 

• Will also be a problem for secure 
software 

• Good design: small fraction is critical 


